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Office of the Secretary
Office of State and Local
Government Coordination &
Preparedness

Washington, DC 20531

FOREWORD

The Office for Domestic Preparedness (ODP) has developed the “ODP Program Management Handbook”
to provide practical assistance for strengthening State, local, and tribal homeland security programs.
The guidelines and supplemental resources contained within the Handbook are not a mandated
management approach intended to supplant existing systems and processes that are effective. Instead,
the Handbook is intended to help administrators manage multiple homeland security-related initiatives
and programs. It can also be used as a guide for developing program management work plans, a tool
for gauging existing program management processes and performance, and a guide for developing
employee performance plans.

The Handbook was developed by Federal, State, and local officials involved in homeland security in
response to key findings from the Department of Homeland Security’s (DHS) Task Force on State and
Local Homeland Security Funding regarding the management of grants. It provides program management
resources for:

B Homeland security program administrators at State and local levels who oversee holistic
homeland security programs (e.g., program administrators within the State Administrative
Agency (SAA) and designated Urban Areas), and

B Managers or points of contact throughout the State who are directly responsible for activities
associated with planning, equipment, training, and exercises.

The Handbook is being disseminated as homeland security administrators face increasing
responsibilities from national preparedness initiatives such as the National Incident Management
System (NIMS), the National Response Plan (NRP), and the National Preparedness Goal. Together,
these initiatives form a common approach and establish a shared commitment among Federal, State,
local, and tribal governments and the private sector to strengthen our Nation’s preparedness by building
effective capabilities to prevent, protect against, respond to, and recover from terrorist attacks, major
disasters, and other emergencies. The program management fundamentals outlined in this Handbook
will support the management of core elements that are common throughout these initiatives—planning,
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equipment, training, and exercises. Successful implementation of these initiatives ultimately depends
on robust collaboration and an integrated approach that effectively coordinates the capabilities and
resources of various agencies, organizations, and individuals from many tiers of public and private
sectors.

State, local, and tribal homeland security administrators and managers can demonstrate an integrated
approach through sound management of homeland security programs and initiatives that involves:

B Applying the principles of unified command and adopting a systems-based approach to
preparedness;

Il Strengthening the network and collaborative efforts between key individuals, emergency
responders, and other stakeholders who impact or are affected by homeland security,
including the private sector;

B Organizing an effort to ensure the sustainability of homeland security programs in the long-
term; and

B Embracing a proactive approach for measuring homeland security program management
efforts.

Sound program management will help us develop, coordinate, and maintain the capabilities that will
make our nation better prepared to prevent, protect against, respond to, and recover from terrorist
attacks, major disasters, and other emergencies.

ODP will rely on the program administrators within each SAA and Urban Area to distribute this Handbook
to key stakeholders throughout the State and Urban Area. To support these dissemination efforts, ODP
has developed a Dissemination Tool Kit which outlines the steps necessary to distribute the Handbook
to state and local stakeholders.

Timothy L. Beres
Director
Preparedness Programs Division
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ABOUT THE.HANDBOOK

Guidelines and Work Plans

The guidelines within this Handbook should serve as a resourceful tool for building and improving
management frameworks through which homeland security-related goals and objectives can be
achieved. Each set of guidelines outlines a series of suggested practices for developing and enhancing
program management abilities. Each suggested practice is supported by a set of activities. The
activities have been written in checklist format so that managers or points of contact can easily keep
track of activity completion.

Beside each guideline page is a work plan page on which the manager or point of contact can track
information regarding activity completion. The types of information that can be tracked with the work
plan include the following:

B “POC Responsible for Completion”: this field refers to a point of contact who should be
designated as responsible for completing the activity

B “Complete by”: this field refers to a date that the program manager or point of contact
should set for activity completion

Il “Other Notes”: this field refers to other notes that the program manager or point of contact
may want to record regarding the activity

The following page illustrates the format of the guidelines and work plan pages and highlights the
features mentioned above.

Calendar

Each set of guidelines includes a working calendar. The calendar consists of monthly templates which
allow the user to create and track program milestones and deadlines for each month.

Resources

Each set of guidelines includes a list of resources available to support the program manager or point
of contact. The resource lists provide access information and a short description of the support
resources available from ODP and other organizations.

Each set of guidelines also includes sample planning documents and templates that can be used to
help implement the guidelines.
Glossary

The glossary defines key terms and acronyms that have been used throughout the Handbook. Terms
have been defined within the context of their use in the Handbook.
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The Homeland Security Administrator Guidelines are designed for administrators at the State, local,
and tribal levels (e.g., the SAA and UASI program administrators) who administer homeland security
funds and oversee the holistic implementation of homeland security programs and initiatives. The
guidelines are not intended to supplant existing program management systems that are effective. Their
purpose is to serve as a resourceful tool for building and improving management frameworks through
which homeland security-related goals and objectives can be achieved. The guidelines outline 11
suggested practices for developing and enhancing program management abilities to help accomplish the
following responsibilities:

M Apply the goals and objectives of the State/Urban Area Homeland Security Strategy
throughout homeland security programs and initiatives;

M Identify and coordinate with key stakeholders—including private sector partners—to
effectively accomplish the planning, equipment, training, and exercise-related activities
needed to implement homeland security programs and initiatives;

B Manage a strategic budget and staffing plan;

B Identify alternative resources available to ensure long-term sustainability of homeland security
programs and initiatives; and

B Measure the performance toward achieving the goals and objectives of the State/Urban Area
Homeland Security Strategy.

Each suggested practice is supported by a set of activities. It is recommended that the user designate a
point of contact responsible for completing the activities. It is also recommended that the user create a
calendar with milestones and deadlines for activity completion. The Handbook includes a list of helpful
resources available from ODP Please consult the glossary for definitions of terms and acronyms used
throughout the Handbook.
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PROGRAM ADMINISTRATOR

ADMINISTRATOR GUIDELINE SECTIONS

l. Identifying program stakeholders .........cc.ceiiiiiiiiriirir s Admin-4

Il. Communicating with program stakeholders .........cccormimiiririrrrrrcr s reraees Admin-12

lll. Ensuring coordination between the Senior Advisory Committee, Urban Area Working
Group, planning, equipment, training, and exercise working groups, and other homeland

security-related working groups ........ccccciiiiiiiriiiss s s e Admin-14
IV. Guiding maintenance of the State/Urban Area Homeland Security Strategy...... Admin-16
V. Developing overall homeland security program priorities.........cccccvviiiiiciiiinnnnns Admin-18
VI. Creating and managing the program budget ........c.cccvirimimiirrcrers s s rnes Admin-20
VII. Developing the program staffing plan .........cccciiiiiiiii i Admin-26

VIII. Identifying legal and programmatic policies, requirements, standards, and regulations
that impact the program..........cccciiiiiiiiic i srr e rr s rr s s s s s nraranaas Admin-30

IX. Using intergovernmental agreements, contracts, and memorandums of

understanding.......cccviciiiiiie i e e rrranra Admin-34
X. Managing data tracking for performance evaluation..........c.cccverimimimrerrrrrnnanees Admin-36
Xl. Evaluating performance of the overall homeland security program.................... Admin-40
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PROGRAM ADMINISTRATOR GUIDELINES

| MG ENUTYINE PTOETATTISTAKEITO10 ETS

To ensure that the program involves key stakeholders from all aspects of homeland security, the
administrators should identify all stakeholders who have a direct or indirect impact on the homeland
security program. (Refer to the Resources section for sample planning documents)

STEP 1

U Create a database to maintain homeland security program stakeholder information

U Identify a point of contact responsible for maintaining the database on a regular basis

U Maintain the following types of stakeholder information:

v" Name and contact information (e.g., mailing address, email address, phone number,

administrative assistant phone number, if applicable)
Area of expertise, if applicable
Capability or service offering as relevant to homeland security
Homeland security activities in which the stakeholder should be involved
Record of homeland security activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding homeland security
v" Record of homeland security information the stakeholder has received

STEP 2

U Identify stakeholders who have direct involvement with homeland security program implementation
U Compile stakeholder lists from planning, equipment, training, and exercise POCs
U Create a list of administrative stakeholders with direct program involvement, e.g.:
v' Key financial staff from the Federal, State, local, and tribal levels, e.g.:
- Financial managers/accountants
- Auditors
- Grant administrators who administer other grant programs that complement the
homeland security program (e.g., CDC, HRSA, FEMA, DOT, DOE, USDA grants, etc.)
v" Procurement officers
v Public information officers within the SAA office or agency who handle FOIA and press
inquiries jointly with the SAA and their staff
v" Homeland security administrators and deputies from the Federal, State, local, and tribal
levels
U Create a list of operational stakeholders with direct program involvement, e.g.:
v Federal, State, local, and tribal planning, equipment, training, and exercise POCs

NN NI NN
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Irogramstakenolders

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
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PROGRAM ADMINISTRATOR GUIDELINES

STEP

AEMUTYINSPTOSTANTISIAKENOIAErS]

3

U Identify Federal, State, local, and tribal stakeholders from first responder disciplines
U Consider disciplines such as the following (note: this list is not comprehensive):

Agriculture

Emergency management

Emergency medical service

Fire service

Government administrative

Hazardous materials

Health care

Law enforcement

Military

Public communications

Public health

Public works

For each discipline, group stakeholders according to categories such as the following;:
v' Head officials of Federal, State, local, and tribal agencies, departments, organizations, etc.,

e.g.:

- Agencies, departments or organizations such as the FBI, National Guard, Coast Guard,
Immigrations and Customs, Intelligence Fusion Center, State Police, State Emergency
Management Agency, State Agriculture Agency, State Health Office, County Health Office,
Victims Services Office

v" Program and/or operational managers with Federal, State, local, and tribal agencies,
departments, organizations, etc.

v" Administrative POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

v’ First responder POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

For each stakeholder, maintain the following types of information:

v" Name and contact information (e.g., mailing address, email address, phone number,

administrative assistant phone number, if applicable)

Area of expertise, if applicable

Capability or service offering as relevant to homeland security

Homeland security activities in which the stakeholder should be involved

Record of homeland security activities in which the stakeholder has been involved

Types of information the stakeholder should receive regarding homeland security

Record of homeland security information the stakeholder has received

AN N N N N N N NN

ANANENENENEN

Admin-6



ODP Program Management Handbook

PROGRAM ADMINISTRATOR GUIDELINES

INdentifyingprogramistakenolders

POC
Responsible
for Completion Complete by: Other Notes

STEP 3
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PROGRAM ADMINISTRATOR GUIDELINES

STEP 4

| M ENUTYINE PTOETATTISTAKENTO10 ErS)

U Identify public officials who impact or are affected by homeland security activities at the Federal,
State, local, and tribal levels

U For each public official, maintain the following types of information:

v
v
v

v
v

STEP 5

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

Homeland security activities to which the public official should be invited or in which the
public official should be involved

Record of homeland security activities to which the public official has been invited or in which
the public official has been involved

Types of information the public official should receive regarding homeland security

Record of homeland security information the public official has received

U Identify important stakeholders from the private sector
U Consider the following types of private sector stakeholders:

SNANENEN

Private sector leaders

Private sector industry POCs

Private sector enterprise POCs

Other important private sector stakeholders (e.g., convention center staff, security staff,
hospitality staff)

U For each stakeholder, maintain the following types of information:

<\

ANENENENENEN

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

Area of expertise, if applicable

Capability or service offering as relevant to homeland security

Homeland security activities in which the stakeholder should be involved

Record of homeland security activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding homeland security
Record of homeland security information the stakeholder has received

Admin-8



ODP Program Management Handbook
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INdentifyingprogramistakenolders

POC

Responsible

for Completion Complete by: Other Notes
STEP 4
STEP 5

Admin-9



ODP Program Management Handbook

PROGRAM ADMINISTRATOR GUIDELINES

STEP 6

U Identify stakeholders from private volunteer organizations, academia, non-governmental
organizations, and Federally sponsored volunteer programs, e.g.:
U Consider the following types of private volunteer organizations, academia, non-governmental

organizations, and Federally sponsored volunteer programs:

Americorps

Citizen Corps

Civil Air Patrol

Community and faith-based

Red Cross

Schools and universities

Senior Corps

U For each stakeholder, maintain the following types of information:

Name and contact information (e.g., mailing address, email address, phone number,

administrative assistant phone number, if applicable)

Area of expertise, if applicable

Capability or service offering as relevant to homeland security

Homeland security activities in which the stakeholder should be involved

Record of homeland security activities in which the stakeholder has been involved

Types of information the stakeholder should receive regarding homeland security

Record of homeland security information the stakeholder has received

N N N N NN

ANRNENENENEN

STEP 7

U Update the stakeholder database regularly as new information becomes available
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INldentifyingprogramstakenolders

POC

Responsible

for Completion Complete by: Other Notes
STEP 6
STEP 7
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PROGRAM ADMINISTRATOR GUIDELINES

[ ACommumcatingavithprogranstakeholders:

To maintain regular communication with key program stakeholders, the administrators should develop
and document a communication plan. (Refer to the Resources section for sample planning documents)

STEP 1

[ Identify a central point of contact to develop and document the communication plan

STEP 2

[ Review NIMS concepts and principles for managing communications and information

STEP 3
1 Establish communication objectives, e.g.:
v" To disseminate and explain information bulletins from ODP
v" To announce State or regional conferences
v" To review program performance
v" To share information with Federal POCs
v" To solicit feedback from ODP (e.g., feedback on After Action Reports)

STEP 4

[ Develop and document a plan for communicating with program stakeholders
U Identify key stakeholders who should be included in the plan
U Identify a central point of contact responsible for responding to inquiries
U Determine an optimal method for communication, e.g.:

Homeland security program newsletter or mailings

SAA website

Stakeholder and/or partner organization websites

State or regional conferences

Conference calls

Email

Presentations at working group meetings

U Establish a schedule for regular and frequent communication

STEP 5

U Develop a plan for communicating with the press/media/public

Identify a central point of contact responsible for responding to press/media inquiries
Establish FOIA guidelines for the release of homeland security grant-related information
Coordinate with planning, equipment, training, and exercise POCs to centralize responses to
press/media inquiries

Establish a pre-identified joint information center

Prepare procedures for communicating with the Limited English Proficient (LEP) population, to
include inquiries from LEP victims, defendants, and witnesses of homeland security events

NSANENENENENRN

o0 O0oo
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PROGRAM ADMINISTRATOR . GUIDELINES

([ RCommunicatingavithiprograntistakenolders

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5

Admin-13



ODP Program Management Handbook

PROGRAM ADMINISTRATOR GUIDELINES

[I1SEnsuring coordinationbetween the Senior Adwsory Committee; Urban Area

’ “ !
OLITET, luuuf.m-.l SECUTITYS um:u VOTKINE S JJ,B (mb BIAENTTEN S]] ,IILJJI:! ur
Stata [zl aduinisicaiues)

To achieve and sustain collaborative program planning, implementation, and evaluation, as well as a
cross-disciplinary, cross-functional, and multi-jurisdictional approach, the administrator within the SAA
should develop a mechanism to ensure strong communication and coordination between the Senior
Advisory Committee, Urban Area Working Group(s), planning, equipment, training, and exercise working
groups, and other homeland security-related working groups.

STEP 1

U Identify and document the responsibilities of each working group
U Identify points of contact from the Senior Advisory Committee, Urban Area Working Group(s),

planning, equipment, training, and exercise working groups, and other homeland security-related
working groups to maintain regular communication

v' For example, for “other homeland security-related working groups,” identify the point of
contact from regional transportation security working groups, if applicable

U Indicate where specific responsibilities need to be coordinated and how that will be
accomplished

STEP 2

U Determine the authorities of the working groups

U Document and communicate the authorities of the Senior Advisory Committee, the Urban Area
Working Group(s), the planning, equipment, training, and exercise working groups, and other
homeland security-related working groups

U Document and communicate decision-making processes

STEP 3

U Develop a plan for regular communication between the working groups
U Ensure that the Senior Advisory Committee and Urban Area Working Group(s) include members

also involved with the planning, equipment, training, and exercise working groups and other
homeland security-related working groups

U Determine the frequency of meetings and other communications between all the working groups
U Establish policies and procedures for achieving those objectives
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{I1EEnsuring coordinationbetween the 'SeniorAdvisory Committee, UrbanArea
WorkingiGroup(s) pplanningaequipmentatrainingaand EXerciseworkinggroupsyand
DTHETATOTTE] AT SECUT YA ElateT WWOTKINS Eroupsy tnsEmaelineysEpplicanieyors
Staia [ual adminiziraiues)

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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PROGRAM ADMINISTRATOR GUIDELINES

VAGUTAINEnaitenancelnt gieStateyurnamAareai onelant Securntyoiratesy)

To ensure that the State/Urban Area Homeland Security Strategy is updated on a regular basis in order
to reflect the current preparedness atmosphere, the administrators should develop a timeframe and
process for updating the Strategy.

STEP 1
U Establish a timeframe for updating the State/Urban Area Homeland Security Strategy
U Understand ODP-required timeframes for updating the State/Urban Area Homeland Security
Strategy
U Establish a schedule for reviewing and updating the State/Urban Area Homeland Security
Strategy
U Document and communicate the schedule to program stakeholders

STEP 2

U Establish a process to update the State/Urban Area Homeland Security Strategy

U Identify a central point of contact with responsibility for ensuring the Strategy is updated on a
regular basis

U Identify and understand the ODP State, local, and tribal approval processes and requirements for
updating the State/Urban Area Homeland Security Strategy

U Contact ODP Preparedness Officers and identify available guidance and recommended processes
for updating the State/Urban Area Homeland Security Strategy goals and objectives, e.g.:
v" Guidance documents
v" Available Technical Assistance, if applicable
v' Contracted assistance

U Identify key program stakeholders who should be involved in the process
U Establish procedures for updating the Strategy, e.g.:
U Conduct an assessment of homeland security needs
U Evaluate recent State, local, and tribal assessments to identify risks and threats
U Identify the impact of programmatic policies, requirements, standards, and regulations on
the homeland security program
U Identify any mandated or recommended activities from national policies or initiatives
(e.g., NIMS, NRR National Preparedness Goal-related activities)
U Review the needs assessments, approaches, and budget priorities for planning,
equipment, training, and exercises
U Review past homeland security program performance evaluation results and performance
gaps
STEP 3

U Update the Strategy goals and objectives and submit for approval

U Communicate the updated State/Urban Area Homeland Security Strategy goals and objectives to
program stakeholders, as applicable
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AGtdingamaintenance

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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PROGRAM ADMINISTRATOR GUIDELINES

VAU EYEI0PINE OYETdl| NTOTE] ATt SECUNTyPTOSTanmipriorities;

To ensure progress toward meeting the goals and objectives of the State/Urban Area Homeland Security
Strategy and to improve the implementation of the homeland security program, the administrators
should develop and document program priorities. (Note: these priorities are to aid in management
planning and should not be confused with the National Priorities.)

STEP 1

U Establish a timeframe for developing overall program priorities
O Include milestones to track progress in developing program priorities

STEP 2

U Design and conduct a strategic planning session to identify priorities
U Ensure the participation of key stakeholders from the Federal, State, local, and tribal levels,
including planning, equipment, training, and exercise program POCs

STEP 3

U Review overall homeland security program needs

Review the goals and objectives of the State/Urban Area Homeland Security Strategy

Evaluate recent State, local, and tribal assessments to identify risks, threats, and current efforts

to address strategic priorities

Review programmatic policies, requirements, standards, and regulations that impact the program

Identify any mandated or recommended activities from national policies or initiatives (e.g., NIMS,

NRR National Preparedness Goal-related activities and others), e.g.:

v' Strengthening information sharing and collaboration capabilities, in addition to addressing
other National Priorities

v/ Strengthening public/private partnerships for prevention, protection, response, and recovery

U Review the program needs assessments, program approaches, and budget priorities from
planning, equipment, training, and exercise programs

U Review past homeland security program performance evaluation results and performance gaps in
comparison with the State / Urban Area Homeland Security Strategy goals and objectives

STEP 4

U Based on the review of overall program needs, develop and document overall program priorities to
help ensure progress toward meeting the goals and objectives of the State/Urban Area Homeland
Security Strategy and to improve the implementation of the homeland security program, e.g.:

v' Address homeland security program performance gaps

v Align the goals and / or objectives of the State / Urban Area Homeland Security Strategy
with the National Priorities

v' Develop and implement strategic approaches for planning, equipment, training, and exercise
programs in order to meet the goals and objectives of the State / Urban Area Homeland
Security Strategy

v" Enhance the coordination and communication between planning, equipment, training, and
exercise POCs

v' Make investments to ensure long-term homeland security program sustainability

o0l OO0
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VaDevelapingioverall jnomeland sectrity progranmpriorities

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
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VIRGIEALINE @t Janaging e prograntoutiget:

When creating and managing the budget, the administrators should review and document the State/
Urban Area Homeland Security Strategy goals and program priorities to which funding can be applied.
The administrators should coordinate with planning, equipment, training, and exercise POCs to ensure
sound financial management and track expenditures.

STEP 1
U Establish a timeframe for developing the budget

STEP 2
U Review the goals and objectives of the State/Urban Area Homeland Security Strategy

STEP 3

U Identify overall program priorities
U Review the goals and objectives of the State/Urban Area Homeland Security Strategy
U Identify funding needed to ensure long-term program sustainability

STEP 4

U Identify all potential funding sources available to support and sustain the program and understand
how each funding source is awarded (e.g., according to a formula or on a competitive basis)
v' Federal funding (e.g., ODR CDC, HRSA, FEMA, DOT, DOE, USDA)
v/ State funding
v Local funding
v Public/Private partner funding (e.g., corporations and foundations)

STEP 5
U Develop the budget
U Develop best and worst case budgets in advance of funding awards based on the State / Urban

Area Homeland Security Strategy and planning, equipment, training, and exercise priorities in
addition to any available guidance for developing program budgets

U Make adjustments for the final budget based on actual awards and other available funding
U Communicate the budget allocations to planning, equipment, training, and exercise POCs
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VIRGreating@and imanagingLheprogrambuget

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
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STEP 6

U Identify and understand financial management requirements
O Work with procurement officers, financial managers/accountants, auditors, and grant
administrators and identify financial management requirements, e.g.:
Applicable OMB circulars
0OJP OC Financial Guide
Procurement laws and regulations
State or local financial management requirements
Certified assurances

ASANENENRN

U Develop and disseminate a schedule to subgrantees that shows all reporting requirements,
timeframes, reporting agencies, etc., e.g.:
v' Required program reports
v" Required financial reports
v' Grant certifications and assurances
v" Funding deadlines and timeframes
v" The impact of delinquency on future funding and payments

STEP 7

U Track the funding to and monitor the financial management of subgrantees

U Develop a database/spreadsheet to track the following information regarding funding to
subgrantees:

Subgrantee POC responsible for managing the funds

Amount of funding sub-award

Source of funding sub-award (e.g., SHSE LETPR UASI, etc.)

Allowable funding expenditures

Conditions or restrictions on expenditures

Expenditures and draw down against funding source (e.g., procurements)

U Review completed program reports on a regular basis to ensure that expenditures have been tied
to program performance and agreed upon deliverables/projects

U Review completed financial reports on a regular basis to ensure financial management
compliance and appropriate allocation of funds to agreed upon deliverables/projects

ANANENENENEN
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VInCreatingand imanaging theprogramibudget

POC

Responsible

for Completion Complete by: Other Notes
STEP 6
STEP 7
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VIRCreatingand imanaging thejprogramibudget

STEP 8

U Coordinate financial management workshops for planning, equipment, training, and exercise POCs
O Identify and invite key staff to plan and lead the workshop, e.g.:
v" Procurement officers
v Financial managers/accountants
v' Auditors
v' Grant administrators
O Provide education on the following types of topics:
v' Complying with auditing/monitoring/procurement requirements, e.g.:
- Applicable OMB circulars
0OJP OC Financial Guide
Procurement laws and regulations
State or local financial management requirements
Certified assurances
Using efficient reporting practices
Using financial management resources
Identifying and understanding legislative and/or political factors that may affect financial
management, e.g.:
- Agency award schedules
- Election cycles
- Pending legislation
- Pending standards
- Schedules of legislative sessions

ANANIN
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VInCreatingand imanaging theprogramibudget

POC
Responsible
for Completion Complete by: Other Notes

STEP 8
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To ensure that all program staffing needs are met, the administrators should identify the workload and
available resources and develop and document a staffing plan.

STEP 1

U Establish a timeframe for developing or updating the program staffing plan

STEP 2

] Assess the homeland security program workload

O Identify the administrative and operational workloads required to meet the goals and objectives
of the State/Urban Area Homeland Security Strategy in consultation with the planning,
equipment, training, and exercise POCs

STEP 3
U Identify staff and skills needed to sustain the program

O Identify administrative staff and skills needed to support the overall program including subject
matter experts, grants administrative staff, and support staff

U Coordinate with the planning, equipment, training, and exercise POCs and identify staff and skills
needed

L Determine if the same staff can support multiple activities
U Consider the need for staff with security clearances

STEP 4

U Review grant guidance from all allowable grant sources for allowable staffing expenditures
U For each grant, identify allowable spending for personnel (FTE and/or contractual)
U Consider the terms and conditions of staffing decisions made with funds

STEP 5
U Review the current and planned budgets
U Identify available funding for administrative and operational FTEs
U Identify the total number of administrative FTE positions available
O Identify the total number of operational and managerial FTE positions available
U Identify available funding for contractual positions

STEP 6

L cCompile a list of the total allowable number of staff (contractors and FTE) and available funding to
support staff

U Understand the types of jobs appropriate for contractors
U Understand the types of jobs that can be filled with FTEs
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ViIsDeveloping thelprogramstatfingplan

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
STEP 6
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ViIsDeveloping theprogramistatfingplan

STEP 7

U Identify alternative funding sources available to sustain long-term staffing

U Consider other Federal, State, local, and tribal funding sources as well as volunteers, interns,
etc.

STEP 8

U Develop and implement a staffing plan based on funded FTEs and contractual funding

U Identify a central point of contact to work with the State, local, or tribal human resource/staffing
office
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ViIsDeveloping theprogramstatfingplan

POC

Responsible

for Completion Complete by: Other Notes
STEP 7
STEP 8
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To ensure that the program is in compliance with legal and programmatic policies, requirements,
standards, and regulations, the administrators should understand and have a record of all legal and
programmatic policies, requirements, standards, and regulations that impact the program.

STEP 1

U Establish a timeframe for identifying or updating legal and programmatic policies, requirements,
standards, and regulations that impact the program

STEP 2

U Identify laws and/or statutes that impact the program
O Work with a State, local, or tribal legal department, officer, or attorney
U Identify specific laws and/or statutes that impact the homeland security program

STEP 3

U Identify programmatic policies, requirements, standards, and regulations that impact the program

U Review the ODP website or work with a Preparedness or Technical Assistance Officer and identify
policies, requirements, standards, and regulations, e.g.:

CIPP

EMAP

HSEEP

HSGP grant guidance

HSPD-5

HSPD-7

HSPD-8

LETPP

National Planning Scenarios

National Preparedness Goal

National Preparedness Guidance

National Priorities

NIMS

NRP

0OJP OC Financial Guide

OMB Circulars

Target Capabilities List

Universal Task List

NN N N N N N N N N N N N R
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VIITNdentityingdegal and jprogrammaticipoliciesyrequirementsystandardsyand
[EgUlationsSEnatdMmpactAneProsTam|

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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STEP 4
U Create a spreadsheet and document relevant compliance information for the laws, statutes, policies,
requirements, standards, and regulations, e.g.:
v' Page numbers/website addresses of relevant sections
v Critical activities and dates which the laws, statutes, policies, requirements, standards, and
regulations impact
v" POCs for questions regarding the policies, requirements, standards, and regulations
v Staff responsible for documenting/tracking compliance

STEP 5

U Disseminate the legal and programmatic information to program POCs
U Identify administrative and operational stakeholders who should receive the information
U Determine a method for dissemination, e.g.:
v" Post on website
v Email
v" Hard copy

STEP 6
U Monitor new laws, statutes, policies, requirements, standards, and regulations
U Collaborate with existing monitoring efforts (e.g., Inspector General)

U Develop a schedule for reviewing new and/or amended laws, statutes, policies, requirements,
and regulations

U Update legal and programmatic information as needed and disseminate to stakeholders
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VIITNdentityingdegal and jprogrammaticipoliciesyrequirementsystandardsyand
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POC

Responsible

for Completion Complete by: Other Notes
STEP 4
STEP 5
STEP 6
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MU erstantings

To leverage joint purchasing, shared services, mutual aid, etc. for homeland security, the administrators
should identify and maintain records of any intergovernmental agreements, contracts, and
memorandums of understanding that can be used for homeland security purposes.

STEP 1
U Identify intergovernmental agreements, contracts, and memorandums of understanding
U Work with a State, local, or tribal legal department, officer, or attorney

O Identify intergovernmental agreements, contacts, and memorandums of understanding that
enable joint purchasing, shared services, mutual aid, etc. for homeland security

STEP 2
U Review agreements, contracts, and memorandums of understanding and identify opportunities for
inter-State/inter-local coordination, cooperative purchasing, and mutual aid

U Understand and document the opportunities provided by each intergovernmental agreement,
contract, and memorandum of understanding

O If applicable, document any conditions and/or restrictions for using agreements, contracts, and
memorandums of understanding

STEP 3

U Compile information and disseminate to key stakeholders, e.g.:
v" Planning, equipment, training, and exercise POCs
v State, local, and tribal procurement officers

STEP 4

U Track compliance with intergovernmental agreements, contracts, and memorandums of
understanding
O Identify a point of contact to ensure and track full compliance with intergovernmental
agreements, contracts, and memorandums of understanding
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[ erstaning:

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
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In order to evaluate performance, create reports, update the State/Urban Area Homeland Security
Strategy, and establish program priorities, the administrators should track key program data. The
administrators should work with program POCs to identify what types of data should be tracked.

STEP 1
U Identify key data that should be tracked in order to evaluate performance, create reports, update
the State/Urban Area Homeland Security Strategy, and establish program priorities

U Review the State/Urban Area Homeland Security Strategy and identify data that should be
tracked

U Review programmatic policies, requirements, standards, and regulations and identify data that
should be tracked

Coordinate with planning, equipment, training, and exercise POCs and identify other specific data
that should be tracked

a

U Coordinate with administrative staff (e.g., financial management staff) and determine data that
should be tracked

a

Compile a list of all the data that should be tracked to evaluate performance, create reports,
update the State/Urban Area Homeland Security Strategy, and establish program priorities

STEP 2

] Assess current systems that track evaluation data

U Determine if existing technology and processes are sufficient to track program data for
evaluation purposes

O Identify gaps in current tracking technology and processes
O Identify tracking technology and processes that are needed

STEP 3
U Develop or enhance the system for tracking data and developing reports
U Determine necessary reporting capabilities

U Coordinate with planning, equipment, training, and exercise POCs and identify necessary
reports

U Coordinate with financial management staff and identify necessary financial reports
U Establish timeframes for developing reports
O Identify optimal report formats (e.g., paper or electronic)
U Establish a process for collecting performance data
U Create a timeframe for collecting data
U Identify a central point of contact responsible for overseeing data collection
U Ensure system compatibility with existing tracking systems and program management software
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Xavanagingdatarackingforperformancelevaluation

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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XaManagingdataracking forperrfarmancejevaluation

STEP 4
U Evaluate tracking system effectiveness
U Gather feedback on the usefulness of the reports and make necessary changes
U Identify a central point of contact to periodically review new technology for data tracking
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POC
Responsible
for Completion Complete by: Other Notes

STEP 4
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To identify performance gaps and ways to improve the homeland security program, the administrators
should measure program performance through evaluations on a regular basis.

STEP 1

U Establish criteria for evaluating overall program performance
U Review the State/Urban Area Homeland Security Strategy for evaluation requirements and
potential evaluation criteria
U Solicit input from multiple program stakeholders and develop criteria, e.g.:
Overall progress toward meeting goals and objectives of the State/Urban Area Homeland
Security Strategy
Efforts to maintain and update the State/Urban Area Homeland Security Strategy
Efforts to address previous program performance gaps
Efforts to make the program sustainable
Coordination and communication between planning, equipment, training, and exercise POCs/
working groups
Performance quality of contractors/providers/vendors
Ability to meet the budget
Ability to manage program finances and provide financial management support
Ability to track program data
Ability to maintain staffing levels at the State, local, and tribal levels
Compliance with legal and programmatic policies, requirements, standards, and regulations
Compliance with intergovernmental agreements, contracts, and memorandums of
understanding

STEP 2

U Establish a timeframe for conducting evaluations
U Review requirements and establish a schedule for evaluating overall program performance
U Document and communicate the schedule to program stakeholders

STEP 3
U Collect data needed for performance evaluation
U Develop a standard approach for soliciting input (e.g., surveys, interviews, etc.)

<\
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XISEvaluatingperformanceof theloverall fromeland securityprogram

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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STEP 4
U Evaluate data
U Determine if outside, third party, evaluators are available and can be funded to conduct the
evaluation
U If outside evaluators are not available, engage the Senior Advisory Committee, Urban Area
Working Group, or other working group to review data
U Determine if overall homeland security program met criteria, e.g.:
v' Made significant progress toward meeting goals and objectives of the State/Urban Area
Homeland Security Strategy

v' Updated the State/Urban Area Homeland Security Strategy when needed
v' Addressed performance gaps from previous evaluations
v' Made sufficient progress toward long-term sustainability
v" Ensured coordination and communication between planning, equipment, training, and
exercise POCs/working groups
v' Contractors/providers/vendors performed according to contracts and provided timely and
satisfactory services and products
v' Met the budget
v" Successfully managed finances and provided financial management support
v" Successfully tracked and applied performance data
v' Maintained necessary staffing levels at the State, local, and tribal levels
v' Complied with legal and programmatic policies, requirements, standards, and regulations
v' Complied with intergovernmental agreements, contracts, and memorandums of
understanding
STEP 5
U Analyze evaluation results and document performance gaps
STEP 6

U Develop a plan to address performance gaps
U Create a task list, timeframe, and assign responsibilities for addressing performance gaps

STEP 7
U Update the State/Urban Area Homeland Security Strategy based on the performance gaps
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POC
Responsible
for Completion Complete by: Other Notes
STEP 4
STEP 5
STEP 6
STEP 7
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Use these working calendars to create and track program milestones and deadlines.

Saturday

Friday

Thursday

Wednesday

January

Tuesday

Admin Calendar-1



ODP Program Management Handbook

Aepinjes Aepu4 Aepsinyy Aepsaupap Aepsan}) Aepuo|\ Aepung

jeniqod

Admin Calendar-2



ODP Program Management Handbook

Aepinjeg

Aepii4

Aepsinyy

Aepsan]

Aepsaupapn

TEYTTY

Aepuo\l

Aepung

Admin Calendar-3



ODP Program Management Handbook

Aepinjes Aepu4 Aepsinyy Aepsaupap Aepsan}) Aepuo|\ Aepung

jady

Admin Calendar-4



ODP Program Management Handbook

Aepsinyy Aepsaupap\

Aepinjeg

Admin Calendar-5



ODP Program Management Handbook

Aepinjes Aepu4 Aepsinyy Kepsaupap Aepsan}) Aepuojn Aepung

aunf

Admin Calendar-6



ODP Program Management Handbook

Aepinjes

Aepii4

Aepsinyy

Aepsaupapn

AInr

Aepsan]

Aepuoil

Aepung

Admin Calendar-7



ODP Program Management Handbook

Aepinjeg

Aepli4

Aepsinyy

Kepsaupap Kepsan}

¥sngny

Kepuoly

Aepung

Admin Calendar-8



ODP Program Management Handbook

Aepinjes

Aepui4

Aepsinyy Aepsaupap Aepsan} Aepuoj\

Iquia)das

Aepung

Admin Calendar-9



ODP Program Management Handbook

Aepinjeg

Aepii4

Aepsaupapn

Aepsan] Aepuo|\

Aepsinyy Aepung

19¢0}20

Admin Calendar-10



ODP Program Management Handbook

Aepinjes Aepu4 Aepsinyy Aepsaupap Aepsan} Aepuoj\ Aepung

JOQUIBAON

Admin Calendar-11



ODP Program Management Handbook

Aepinjeg Aepii4 Aepsinyy Aepsaupap\ Aepsan] Aepuoln Aepung

laquiadaq

Admin Calendar-12



=

[=)

o

o

o

[

£

= aoue)sISSy [eo1uyda] uoljeziuoiydsuis sSujuue|d pue sueld =

) 9ouUR)SISSY |EOIUYDD] UOIJUIAII] = .

m aoue)SsISSY |ed1uyoad] [eidusy) = 5 mﬁo_wov xmon_m cow,mc%%u&ﬁ_vocmm WM ___msmwcmom

Qa0 aoue)sISSY [eoIuyoa] wea] aosuelsissy pidey = P N_\_A o_bc Y n_omw cw uik \umc» q soley u

s aoue)sISSyY |edjuysad] Suljuueld }isuel] SSeJ\| pue yod = 40 3 00 & 159nbal ABW NOA "S1SqoM duy E\ME

W (dV.L191) weigoid aoue)sISSY [ed1uydsa] uolediunwwo?) ajqesddosaju; = O[B4ed B3} peOjuUMOp 03 Sjqeun die NoA |

m uonesidoy dnoin Suiumiepy Aje3 A_“__‘m‘_.".w_.."._”.u ._v. [ ) 1pd-Soje1en™

b weigold aoue)sissy [eoaluysad] juswdinb3g ssaupaiedaid snpsowoq = VL1 dao/soop/dpo/. >om. fopsn"dfo B;%\ /-dny 3

e aouej)sissy [ealuyoa] (diSl) ueld uonejuawajdw] ASaje1ls jenjiu] = 5 s .mmw%umso_w\s c\_;o__op welsoid

o aoue)sISSY [edjuyda] ASajel}S pue JuUdWISsaISSY A}IN09S puejowoy = U3 Je SO/E1E] WEIS0Id SOUBISISSY [EJIUYOSL | SOUBISISSY |BIIUYODL
W sa1ouaby ssaupasedaid A111ndaS puedWwoH ay) ssaupaledald
o aAjeJISIUIWPY 3)k)S Jo sanoede) Juawabeuepy sjuels Bujoueyug = jo Aungeiere sy sounouue 0} pases|d si dao | ANdes puelsLioy

:9pN|JoUl daO UIylm uswdojansp Japun Ajuaning 4o aoe|d ul sweidoid v
"93Jeyo ou

1e s1ualdioal 91qigI|e 01 d|ge|leA. ale S92IABS Y1 |IY "Sayoeoisdde aaneAouul
91e210 10 /pue wa|qold e aAj0sal d|ay 01 $S9204d B sapinoid ] “suodeam
(INYG)) aAIsojdxa Jo “ueajonu ‘|edidojolpe) ‘[ed130]01q ‘|edIwayd SUIAJOAUI
WIS110449] JO S10B 10 S1eaJyl WOJL J9A0D3I pue ‘01 puodsal ‘quanaid o1 Alljige
118y anoidwil 01 suonalpsun( |Bo0| pue a1el1s 01 9ouUrlSISSe 10alIp sapinoid
weJgold (V1) 90uelIsSISSY |eoluyda] ssaupaledald ALINDSS puel@WoH S,dd0

"AOZ"SUp@pISoyse |lews 1o 8619-89€ (008)
1e aurm djaH 4go 8yl ||eo ‘weidold aoueIsIssy
|eoluyos| ssaupaiedald AIN08S pue|dwoH
8y1 Uo uonew.Joul 104 “suonoipsunl

|eo0] Jo/pue salels 9|qidI|d 01 adieyd

1NOY1IM papiroid s @oueIsISSe |eoIUyd3l 440

92UR)SISSY |ROJUYID]

wy
. *91e1S 10e1u09/dpo/A0g: [opsn-dfo-mmm/ /:d1y S10B1U0D
SI0SIADY AILIN03S puejauIoy :ssalppe gom 3uimolio) | AlINdas pue|dwoH
pue (SyyS) Sa1o0uagdy aAleIISIuIWPY 81e1S JO) UOIIBWIOojUl 10B1U0D 81R1S o1 USN0JY) POSSH90. 87 UED LONEULIOJUI 01815 pUE YYS

,$1021U09 A1INDSS PUB|SWOH 81E1S puk YYS

"AOZ"SUP@PISOYSE 1B |IBWS BIA 9](ISS900.
os|e s| poddns Q|SO ‘o3essaw 99210A

B 9AB3| URD SJ9||BD ‘SIN0OY SSauIsng Jaye
pue ‘sAeplioy ‘Spuayaam uQ ‘swi] piepuels
wieyse] “wd 0O:/ 01 "w'e 0Q:8 woJ)
sAepyoam payeis siysaq [1ed 81S-UO dyl
‘86179-89€-008 S! Joquinu 8344-|01 AISO 8yl

'S91e1S pauun 8yl Ul sjusaa ssaupaledaid

wsuoual A1undas puejawoy [elapa4 3ulioliuow pue ‘Sunepljosuod
‘Buneulpiood ul salousge [elopa) 8yl 01 |00 |Bo1LO e sapirold QIS dyL
*S9|NPaYds as1019xd A1INd8S puelowoy Aduagelalul sulelulew pue Aunwwod
Japuodsal Aouagdiowa ayy yum guluielt 4do Sa|npayos aiso eyl ‘uonippe

U] "SaIUNWWOI |BO0| PUB ‘91e1S ‘|RJapa) 9] J0) SIUBAS Ssaupaledaid
WIS1I0418] A114ND3S pue|dWwoy Uuo uonewJlosul 1oy doys-dois-auo e si Q|SH ayl

(@I1s2)
)Sa(q uoneulou|
pue 8uiinpayos
pazijenua)

s3023U0)

uonduasaq joug $5920Y 282Inosay

Jojensiuiwpy welsgold syl poddng 01 a|ge|leAy S82n0say J8yl0 pue 4ao

Program Admin Resources-1




ODP Program Management Handbook

(AIs9)
YS9 uoniewloju| pue guliNpayods pazijenua)d

‘suonolpsunl |eoo| pue a1el1s dao ayy 10ewoo aseas|d ‘suonsanb (dsS3) |1evod
UHM UOI1eWIOU] ©S10J9X8 8Jeys puke sas|olaxe pue 3ululel) Jo uliNpayds ay) | pue uonewlojul dnewuwesgosd aAnuelsqns Jo4 2In29S 18uUeX]
91BUIPJ00D 0] WISIuBydaW e sapiroid |e0d 8in28S 18ueiXg 4d0/SHASN 8yl | 18eu'dnoigdsa@ysapd|ay 1e [lewsa BIA 10 0088 dd0/SHAsn
v/ (£08) 1e a|qejieae s ysap djay e ‘|euod
ay1 JO 8Sh ay] Uo suonsanb |eoIuyda] 404
aouepiny ssaupaiedaid |[euoneN m
aoueping welidold uels AQ1UNO8S puejowoH =
(3s17 ¥sel |esiaAlun ‘117 sanljiqede) wiy-gpds
198Je] ‘soleuads 3uluue|d |euoneN) s|oo] Suluueld paseg-sanljigede) m u/Suswssasse,/dpo /A0S lopsn-dio-mmm/ /-dny lepiod
|20 SSauUpaiedald [eUONEN  m :ssalppe gom 3uimo|ol syl ysnoiyl | sweidold |euonen
ue|d asuodsay |jeuoneN = : : :

Wa1SAS 1uswWaZeuey USpIoU| |eUOEN =
:swelidoid |euonen
FUIMO|[04 BU} 40 SHYUI| pue uonewsosul sapiroid [euod swelgold |euoneN ayl

passaooe ag ued |euod swelgoid |euoneN ayl

*WS110449) 01 puodsal

pue ‘10) atedaid ‘yuanaid sjeuolssajoid aleoyieay pue ‘sisuue|d ‘siapuodsal
AQunoas puejawoy djay 01 paugisap paules| SUOSSa| pue saonoeld 1saq JO
YIOM1BU duljuo ‘|euolleu e si (S[77) Suleys UoneWIOLU| pauleaT SU0SSaT ayl

/NOZ"SUP*SI||"MMM/ /:SdNY
:ssaippe gom Suimo||o)
a1 YB8nouyl passaooe ag ued YIoMi1au ST 8yl

(s
Suueys uoneuuolu|
paulea ] suossaT

sweigoid/s|oof

uonew.Jloju| pue aosuepiny jueln
SOAN0BIIJ UoISIoaq |enuaplsald

S1UBWINO0(Q 99UdI840Y

Suiurel|

(JleJouan pue siaquIBA WNUIOSUO0)) S199YS 1064

sunaj|ng uoneuwloyu|

sgo|e1e) asino)

:$92Ino0sal

10 sadA} Buimo||0) By} SUIRIUOD AJeiqIT SYL "WS1I04I9] JO S10B JO S1ealy) Wod)
JOA023J pue ‘0] puodsal ‘quanaid 01 Aljige 1oyl Suinoidwi ul suonoipsun(
|00 puk 81e1s 1SISSe puk uoikewlojul apiroid ued eyl s|elslew Jaylo

pue ‘syuswnoop ‘eoueping snoleA 01 SS829e SI9440 Aelql] aulluQ 440 2L

wiy's
uns|inqg/Aeiqi/dpo/nog:fopsn-dfommm//:dny
:ssalppe gam 3uiMmo|[o) 8y ysnoayl

passadoe aq ued Aieiqi] auljuQ s.ddo

Aeiqi] auluQ 4ao

Spuswnaoqg B aauep/ny

uonduasaq joug

$S920Y

921N0S3Yy

Program Admin Resources-2



ODP Program Management Handbook

Wy xsp

u1/sJenoailn /quo /A08 ashoyaliym  mmm/ /:dny
:Ssalppe gqom 3UImo||oy)

2y} ysgnoayy passadoe aq ued siejnaiid g0

(an0) 198png
pue juswageuen

40 300

/apinui4/nog:fopsn-dfo-mmm//:dny :ssaippe
oM 3UIMO||0} Byl Y3noJy) passaode aq ued
apiny |eloueulq swelgold 991SN( JO 92140

apIny
[eloueul{ sweigold
201SN[ JO 9010

A0S BWaL MMM/ /:d1Y SSalppe gam
SUIMO||04 BY1 Yy3noayl passaooe aq ued YIAI4

(YIN34)
Aouagdy Juswaeuey

KouaBiawg |eiepad

/81oauljuodewa mmm/ /:diy
:Ssalppe gom
SUIMO[|04 8Y3 Y3noiyl passadoe aq ued dviNg

(dVIN3T) wesgold
uoneNpPalddy
1uswadeuey

Aousagiow3

A0S SUY MMM/ /:d1Y :SSalppe gam uimo||o)
2yl ysnoJiyl passadoe aq Ued S8oIMBS
uewnH pue yijesH Jo wswuedaq ayl

(SHH) s®dnies
uewnH pue yjesH
10 1uswpedaq

/NOZ 0PI MMM/ /:d11y  :SSalppe gam
ZuImo[1o) 8yl ys8noiyl passadoe aq ued Had

(0@9) uonuanaid
pue |01u0)
aseas| 10} SIaua)

‘ayedioued

ueodlBWY AaAd aAeY 0] A391e11S |BD0| B 1N0 ALed |[IM pue sweigoud

sdio) uazii) ayl wuawajdwi 01 syiguans AUNWWOod uo pjiNg S|IdUN0) asay |
*S|1oun0?) sdio) usznl) |equl pue ‘|eoo| ‘e1els JO YJIOM1au [euoileu e y3nouayl
paysiidwoooe si uoissiw sdio) uazii) ayl "Spuly ||e Jo sislsesip pue
‘sanssi yijeay olignd ‘awlo ‘WsL04I9] JO S1ealyl ayl 01 puodsal 01 pasedaid
Janaq pue ‘1a3uoi1s ‘Jajes SanuNWWOod ayew 0} 92IA9S J991UN|0A pue
‘Buiuien ‘uoneonpa ysnoiyl [enpiAlpul Aaas Jo Jamod syl ssauley 01 UOISSIW
ayl yum weigoud s,A1undag puejaWoH 4o uswledaq ayl si sdio) uazni)

A0Z sdioouaziio:mmm/ /:dny

:ssalppe gom 3uimol|o) 8yl Yygnoayl passadoe
9Q ued salel|Iyy pue sweigdoid Jauled

Sl pue sdio) uazni) o1 guluienad uonewloju|

sdio) uaznin

$92/MN0S3% 19410

uonduosaq jaug

$5999Yy

931N0S3Y

Program Admin Resources-3



ODP Program Management Handbook

Program Admin Resources-4



ODP Program Management Handbook

« | peaieosy sey Japjoysyels uoljewou|

aAI908y pINoYs
Jap|oyayels uonewou| jo adA ]

Ul PBAJOAU|
4| uoaq sey Jop|oyayels YoIym SoNIANOY

PaAOAU| BQ
PINOYS JOPIOYSEIS YOIUA Ul SONIANOY

Buliay O 991n18S Jo Ajjigede)

asljadx3 jo ealy

xed

auoyd

'013 / Aouaby / uoneziuebiQ / @20

swep Japjoysyels

JUBWBAJOAU] }231I Y}IM Siopjoyadye}s jeuoljesado

« | penleosy sey Japjoysyels uolewloju|

ENERENTILENS
Japjoyayels uonewuolu] o adA |

U| PBAJOAL|
«_| uoaq sey Jop|oyayels YoIym SoIIANOY

PaA|OAU| 8Q
PINOYS JOPIOYSXEIS UYOIUM Ul SONIANOY

Buley O 8a1ni8s Jo Aljigede)

-

S

N

N

slapjoyayels

Bunpjoely pue BuiAyiuapl
uaym Japisuod o} [nydjay
aq Aew jey) saliobajed

Jo sadA} ayy moys
o)e|dwa) ajdwes asay|

asladx3 Jo ealy

|

xe

N

auoyd

=

*013 / Aouaby / uoneziuebiQ / 8210

swep Jopjoyeyels

JUBWIBAJOAU] }201I0 Y}IM SI3P|OYd)e}S DARRSIUIWLPY

sojejdwo] ajdwes — siapjoyayels buifnuapj

Program Admin Resources-5



ODP Program Management Handbook

aAI09y p|noys
« | peAleoay sey Jap|oysyelS uoleuwIou| « | Japjoysyels uonew.oju| Jo adA |
U| POAIOAU| PaAJOAU| 8]
«_| uaaq sey Japjoyayels YoIym SanAIY «_| PINoys Jap|oyaxelS YOIYA Ul SBIIANOY

Buniey O 8d1nI8S Jo Ajjiqede)

asipadx3 Jo ealy

xeH

auoyd

'013 / Aousby / uoneziuebiQ / 82O

swiepN Japjoysyels

A)unsag puejaswoH yoeduwy oym sjeidiyo alqnd

aAIB09y p|noys
< | panlieday sey Jop|oysyels uoleuwIou| « | Japjoysxels uonewJoyu| jo adA)

U| POAIOAU| PaAJOAU| 8]
4| u9aq sey Jap|oyaxelS YSIYM SONIANOY < | PINoYyS Jap|oyYa%EIS YIIYAM Ul SBIIAOY

Buliey O 8o1n18g Jo Ajjiqede)

asipyadx3 Jo ealy

xeH

auoyd

'013 / Aouaby / uoneziuebiQ ; 00

<

awepN Japjoysyelrs

‘0}o ‘suonezjuebio

‘sjuswijiedap ‘seiousbe juswebeuew Aousbislws [eql) pue ‘|eoo] ‘ejels ‘|elepa- yim DOd 4epuodsad 3siiH [ ]
‘0}o ‘suonezjuebio

‘sjuswpedsp ‘serousbe Juswebeuew Aousbiows [equ) pue ‘[eoo] ‘8jes ‘[eiepo- Yium DOd arpessiuiupy [ 1

“0jo ‘suonezjuebio ‘sjuswpedsp

‘sejousbe juswebeuew Aousbiswe [BqL) pue ‘|BI0] ‘9)e)S ‘|eiepa- yjm Jebeuew jeuonetado Jo / pue weiboid [ 1

‘018 ‘suoneziueb.o ‘sjuswiiedsp ‘ssiousbe Juswebeuew Aousbislie [eqL) pue 12o0] ‘91e)S ‘|eiapse Jo [eioio pesH [ ]

(suo )oayo) adA] Japjoysyels

‘69 quawabeuely Aousblowg <

auydiosig

siopjoyaye}s auljdiasiqg jopuodsay )sii4

Program Admin Resources-6



ODP Program Management Handbook

paAlgoay Sey Jap|oysyels uonew.lo|

9A1909Y p|noys
Japjoyayels uonewJsolu] jo adA )

U| POAJOAU|
u99q Sey Jap|oysyelS YOIYA SOIIAOY

PaA|OAU| 8]
PINOYS JOPIOYSXEIS YIIYAM Ul SBIIAIOY

Buliay O 8o1n8S 1o Ajjiqede)

asiadx3 Jo ealy

xed

auoyd

-013 / Aousby / uoneziuebiQ / 8010

swep Jepjoyayels

suoneziuebiQ 129)unjo) ajeALId WOIf SI9P[OYdYe)S

paAlgoay Sey Jap|oysyels uonew.lo|

9A1929Y p|noys
Japjoyayels uonewsolu] jo adA ]

U] POAIOAU|
uaaq sey Jop|oysyels YoIYM SSAROY

PaA|OAU| 8]
PINOYS J9PIOYSXEIS YIIYAM Ul SBIIAIOY

Buliay O ao1n8S Jo Ajjiqede)

asiadx3 Jo ealy

xed

auoyd

-013 / Aousby / uoneziuebiQ / 80O

<

awep Jepjoyayels

20d osudisiuz 10308S djeAld [
20d Aisnpuj 40jo8s sjenlid [
Jopes 10}08S djeld [

]
]
]
]

(auo )oayo) adA] Japjoysyels

‘69 quawabeuel Aousbiowg

<

auydiosig

SJI9pJ|oYadye}S 10}29S d)eALId

Program Admin Resources-7



ODP Program Management Handbook

paAIgoaY Sey Jop|oysyels Uohew.Io|

aAl@08Y p|noys
Jap|oyaye)s uonew.oju] jo adAL

U] POAJOAU|
U99q SeY JOP|OYEIS UIIYA SONIANOY

PaAjOAU| 8Q
PINOYS JOP|OYSXEIS UIIYA Ul SINIAOY

Burlay O 921AI8g 10 Aljiqede)

asiadx3 jo ealy

xeH

auoyd

-013 / Aouaby / uoneziuebiQ / 8010

awep Japjoysyeis

suoieziuebiQ [ejuswuIdaA0B-UON woly siapjoyaye}s

paAlgoay Sey Jop|oysyels uohew.o|

aAl@08Y p|noys
Japjoyayes uonew.oju] j0 adAL

U] POAJOAU|
U99q SEY JOP|OYSHEIS UIIYA SOIAIOY

PaAjOAU| 8Q
PINOYS JOP|OYSXEIS UIIYA Ul SINIAIOY

Burlay O 921AI8g 10 Ajljiqede)

asiuadx3 jo ealy

xeH

auoyd

-013 / Aouaby / uoneziuebiQ / 8240

awep Japjoysyeis

sJopjoyaye)S elwapedy

Program Admin Resources-8



ODP Program Management Handbook

paAlgoay Sey Jop|oysye)s uonew.o|

aAI908Y p|noys
Jsployeyels uonewloju jo adA )

U] PaAJOAU|
U9aq Sey JOP|OYXEIS YOIYM SONIANOY

PaAJOAU| 8q
PINOUS 19PI0YaYeIS YIIUYAA Ul SSIAIDY

Buliay O @o1nI8g 10 ANjiqede)

asiiadx3 Jo ealy

Xed

auoyd

*013 / Aouaby / uoneziuebiQ / 900

awep Jepjoysyels

sweibo.id 1933unjop paiosuods Ajjeiopa woij sispjoyaye}s

Program Admin Resources-9



ODP Program Management Handbook

Program Admin Resources-10



ODP Program Management Handbook

sauljawi
pue ‘sanljiqisuodsal
‘siapjoyaye)s sapnjoul
1ey) ueid uonesIUNWWO)D

sSpoyjaw uoiedIuNWWOoD
Buipuodsaliod
Uiim siapjoysxess Jo isi

spaau
uonewJojul Aq padnoub
< sJap|oyaye)s Jo isi

<

s19p|oyae)s JO Isi

<

sjonpoud

sbunsod / suoneoignd
Buiuieyurew pue Buidojansp
10} dwelydswiy e ysigelsy
uonedIUNW WO AeM-0Mm)

uoiEdIUNWWOD
Jo diysioumo ubissy
Spaau uoiewIojul
Jo sauobajed uo
paseq Jap|oyaye}s yoes
0} spoyiaw [ewndo ubissy
sbunsaw dnoib
Bupjiom je asuepuaylyy —
lewsy -
S||led @ouaIguUo)y  —
S90UBIBJU0D
jeuoibal Jo sy}l  —
sa)Isgom
uoneziueblo Jauyed
10/ pue Jepjoyayels —
sjisgam yys  —
sBuljiew
10 Japdismau welboud
Aunoss puejswoy -
69 ‘uonesuNwWwod

3oogpueH ayy
ul papinoad saaoalqo
a|dwexa ay} Jopisuo)

saAnoalqo
uoiEdIUNWWOD

pue spasu uoiew.oul
Jejiwis 0y Buipioooe

%

ueld uonlEsIUNWWOD
U} Ul papnjoul 8q pINoYs

padojanap sem

jeyy siepjoysxels
Jo1sj|

8y} 80uaId)al 0}

Inydjay aq Aew y

Jo} dweldwi} e ysijgeisy < Jo} spoylaw aulwIsldg < slapjoyayels dnolsy  « slapjoyayels yolym Ajpusp| < | saijAnoy
JuonewJojul
U} J09]|02 ||IM OUM 4
Juonewlojul
109|002 0} pasn
84 pInoys poyiawl JBypm 4 ¢lepjoysyers
Juoneuwojul sIy} wouy pasayieb aq o}
8y} JOAIIBP [IM OUML < SpPaau UoleWIOjUl JBUAN 4
¢Buueys Juoneuwojul ¢leay ¢uejd uoneoiunwwos
uornewJoyur Joy Bujwn J9AI|ap 0} pasn 0} paau Jap|OYaXE)S SIY} 8y} ul papnjoul 8q
sjeudoidde ayy sijeYpy < aq p|Noys poylaw Jeypn SO0p UoIlBULIOUI JBYAM\, <« | O} paau siapjoyayels YoIYM <« | “*"Siy} Jnoge juiyjl

uoledIuNWWo? 104
a|npayos ysijqejs3

pouyjei
uoljesiunwwo)
jewndo auiwialaqg

saAnoalqo
uoljesiunwwod)

€

0} siapjoyayels depy

A A s1apjoyayels Apjuap)

juawnooq buluuelq ajdwes — siopjoyaye}s ym bunesjunwwo?

Program Admin Resources-11



ueld uopesIuNWWOo9
e Buuawnoop uaym
Japisuod o0} [nyd|ay aq
Aew jey; noAe| |eonoeud
e pue ‘uonjeuw.ojul
10 sadA} ay} smoys
o)ejdwa} ajdwes siy|
—

N

-

~

awelyowi]

uonesIuUNWWo)
1o} a|qisuodsay
JaumQ / 90d

poyja N
uonesIuUNWWo)

SpaaN uolnjew.oju|

B S9AR23IqO
uolesuNWwWo)

siapjoyayels

ODP Program Management Handbook

Program Admin Resources-12



ODP Program Management Handbook

PLANNING PREFACE

The Planning Guidelines are designed for managers or points of contact who are responsible for
implementing activities associated with planning. The guidelines are part of the “ODP Program
Management Handbook” that includes Administrator, Equipment, Training, and Exercise guidelines
as well. The guidelines are not intended to supplant existing program management systems that

are effective. Their purpose is to serve as a resourceful tool for building and improving management
frameworks through which planning-related goals and objectives can be achieved throughout various
programs and initiatives.The guidelines outline 12 suggested practices for developing and enhancing
program management abilities to help accomplish the following responsibilities:

Il Apply the goals and objectives of the State/Urban Area Homeland Security Strategy
throughout homeland security planning activities;

Il Assess the preparedness environment and identify planning priorities;

I Identify and coordinate with key stakeholders—including private sector partners—to
effectively implement homeland security planning activities;

B Manage a strategic budget and staffing plan for planning activities;

B Identify alternative resources available to ensure long-term sustainability of planning efforts;
and

B Measure the performance toward achieving the goals and objectives of the State/Urban Area
Homeland Security Strategy through planning activities.

Each suggested practice is supported by a set of activities. It is recommended that the user designate a
point of contact responsible for completing the activities. It is also recommended that the user create a
calendar with milestones and deadlines for activity completion. The Handbook includes a list of helpful
resources available from ODP Please consult the glossary for definitions of terms and acronyms used
throughout the Handbook.

Throughout the Handbook, the guidelines direct the planning POC to communicate and coordinate with
the homeland security administrator(s). This refers to the administrator(s) at the State, local, and tribal
levels (e.g., the SAA and UASI administrators) who administer homeland security funds and oversee the
holistic implementation of homeland security programs and initiatives.
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PLANNING GUIDELINES

PLANNING GUIDELINE SECTIONS

I. Identifying planning stakeholders .......c.cccveriiimiirrrrrers s rerrere e sresesesassssnsnsns Planning-4
Il. Assembling a planning working group........ccccucriimiimnrrrrssssrrreseses srssasnsnns Planning-12
1. Communicating with planning stakeholders...........cccciirirmircrircrnrcrnre .. Planning-16
IV. Conducting an assessment to develop planning priorities ........c.covcveiieiinrainnne. Planning-20
V. Developing a planning approach ..........cccccveremimimrererrrsssnsnsmsesesessssssssnsasasasasnss Planning-24
VI. Creating and managing a planning budget...........ccoiiiiiiiicrcr e Planning-28
VII. Identifying staffing needs........ccccvirimiiiiiricricr s Planning-32

VIIl. Identifying non-monetary resources and promising practices to support planning
= 1o L =Y Planning-34

IX. Incorporating legal and programmatic policies, requirements, standards, and

regulations that impact planning.......c.ccceecieirrcrernrsns crerer s s rsnsmse s s s s s ssnsnsasas Planning-38
X. Tracking planning data for performance evaluation and reporting.................... Planning-42
XI. Evaluating the management of planning activities........ccccecirimirinircrnirnnnanna Planning-44
XIl. Evaluating planning contractors..........cccceiiimiiiiriirsisr s s nns Planning-48
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PLANNING GUIDELINES

| M AENUTYINEPanTIESTaKETO1(arS:

To ensure that planning activities involve key stakeholders, the planning POC should identify all
stakeholders who have a direct or indirect impact on planning. (Refer to the Resources section for
sample planning documents)

STEP 1
U Create a database to maintain planning stakeholder information
U Identify a point of contact responsible for maintaining the database on a regular basis
U Maintain the following types of stakeholder information:
v" Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
Area of expertise, if applicable
Capability or service offering as relevant to planning
Planning activities in which the stakeholder should be involved
Record of homeland security planning activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding planning
Record of planning information the stakeholder has received

A N N N N NN

STEP 2

U Identify stakeholders who have direct involvement with planning
U Create a list of administrative stakeholders with direct planning involvement, e.g.:
v Key financial staff from the Federal, State, local, and tribal levels, e.g.:
- Financial managers/accountants
- Auditors
- Grant administrators who administer other grant programs that complement the
homeland security program (e.g., CDC, HRSA, FEMA, DOT, DOE, USDA grants, etc.)
v" Procurement officers
v Public information officers within the SAA office or agency who handle FOIA and press
inquiries jointly with the SAA and their staff
v" Homeland security administrators and deputies from the Federal, State, local, and tribal
levels
U Create a list of operational stakeholders with direct involvement, e.g.:
v Federal, State, local, and tribal planning, equipment, training, and exercise POCs

Planning-4
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PLANNING GUIDELINES

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
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PLANNING GUIDELINES

I AETTLTYINEPIanMTSSIaKEnolaers:

STEP 3
U Identify Federal, State, local, and tribal stakeholders from first responder disciplines
U Consider disciplines such as the following (note: this list is not comprehensive):
v Agriculture
Emergency management
Emergency medical service
Fire service
Government administrative
Hazardous materials
Health care
Law enforcement
Military
Public communications
Public health
v Public works
U For each discipline, group stakeholders according to categories such as the following:
v Head officials of Federal, State, local, and tribal agencies, departments, organizations, etc.,

e.g.:

- Agencies, departments or organizations such as the FBI, National Guard, Coast Guard,
Immigrations and Customs, Intelligence Fusion Center, State Police, State Emergency
Management Agency, State Agriculture Agency, State Health Office, County Health Office,
Victims Services Office

v" Program and/or operational managers with Federal, State, local, and tribal agencies,
departments, organizations, etc.

v" Administrative POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

v’ First responder POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

AN NN Y N N N N
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PLANNING GUIDELINES

POC
Responsible
for Completion Complete by: Other Notes

STEP 3
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PLANNING GUIDELINES

I AETTLTYINEPIanMTSSIaKEnolaers:

U For each stakeholder, maintain the following types of information:

v

AN N NN NN

STEP 4

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

Area of expertise, if applicable

Capability or service offering as relevant to planning

Planning activities in which the stakeholder should be involved

Record of homeland security planning activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding planning

Record of planning information the stakeholder has received

U Identify public officials who impact or are affected by planning activities at the Federal, State, local,
and tribal levels
U For each public official, maintain the following types of information:

v

v

v

v
v

STEP 5

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

Planning activities activities to which the public official should be invited or in which the
public official should be involved

Record of planning activities to which the public official has been invited or in which the
public official has been involved

Types of information the public official should receive regarding planning

Record of planning information the public official has received

U Identify important stakeholders from the private sector
U Consider the following types of private sector stakeholders:

v

AR

Private sector leaders

Private sector industry POCs

Private sector enterprise POCs

Other important private sector stakeholders (e.g., convention center staff, security staff,
hospitality staff)

U For each stakeholder, maintain the following types of information:

v

v

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
Area of expertise, if applicable

Planning-8



ODP Program Management Handbook

PLANNING GUIDELINES

INdentiftyingplanmingstakenolders

POC

Responsible

for Completion Complete by: Other Notes
STEP 3
STEP 4
STEP 5
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PLANNING GUIDELINES

I AEntTYINSPlanmneSiaKenolfers;

Capability or service offering as relevant to planning

Planning activities in which the stakeholder should be involved

Record of homeland security planning activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding planning

v" Record of planning information the stakeholder has received

STEP 6

U Identify stakeholders from private volunteer organizations, academia, non-governmental
organizations, and Federally sponsored volunteer programs, e.g.:
U Consider the following types of private volunteer organizations, academia, non-governmental

organizations, and Federally sponsored volunteer programs:

Americorps

Citizen Corps

Civil Air Patrol

Community and faith-based

Red Cross

Schools and universities

Senior Corps

U For each stakeholder, maintain the following types of information:

Name and contact information (e.g., mailing address, email address, phone number,

administrative assistant phone number, if applicable)

Area of expertise, if applicable

Capability or service offering as relevant to planning

Planning activities in which the stakeholder should be involved

Record of homeland security planning activities in which the stakeholder has been involved

Types of information the stakeholder should receive regarding planning

v" Record of planning information the stakeholder has received

STEP 7

U Share stakeholder information with the homeland security program administrator(s) to ensure it is
included in the master stakeholder database

STEP 8

U Update the stakeholder database regularly as new information becomes available

AN

AN AN NI N N N YN

DN NI NN
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PLANNING GUIDELINES

[N dentifyingplanningstakenolders

POC
Responsible
for Completion Complete by: Other Notes
STEP 5
STEP 6
STEP 7
STEP 8
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PLANNING GUIDELINES

|| RASSEMDIINEEPIanM TS VOTKINS Eroup)

To ensure that key stakeholders are involved in coordinated planning efforts, the planning POC should
assemble and utilize a planning working group.

STEP 1

L Assess existing planning working groups
U Assess the role and responsibilities of existing planning working groups
U Determine if the group has clear responsibilities, meets regularly, and communicates with the
homeland security program administrator(s) and other working groups, including the Senior
Advisory Committee and Urban Area Working Group
U Assess the membership of existing planning working groups
U Determine if the group includes key planning stakeholders from all relevant jurisdictions,
disciplines, and organizations, e.g.:
Stakeholders directly involved in planning from the Federal, State, local, and tribal levels
Stakeholders from all relevant disciplines
Stakeholders from the private sector
Stakeholders from private volunteer organizations, non-governmental organizations, and
Federally sponsored volunteer organizations
v" First responders

AN

STEP 2

O Ifit is determined that a working group does not exist, needs enhanced responsibilities, or needs
improved stakeholder representation, establish or reorganize one
U Identify the authority of the planning working group by working with the homeland security
program administrator(s), Senior Advisory Committee, and Urban Area Working Group
O Work with the homeland security program administrator(s) and establish working group
objectives, e.g.:
v To ensure advance, strategic planning
To develop relationships and work with private sector partners
To identify alternative resources for sustaining planning activities
To conduct planning assessments
To maintain strong coordination with homeland security stakeholders throughout the State
and region
U Determine the frequency of working group meetings
U Identify and invite key stakeholders to participate

AN
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PLANNING GUIDELINES

D anTMNEWorKIng Erouy

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
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PLANNING GUIDELINES

(M

AN

v

(HN

v
v
v

Ensure broad representation from all jurisdictions, disciplines, and organizations involved in
planning, e.g.:

Stakeholders directly involved in planning from the Federal, State, local, and tribal levels
Stakeholders from all relevant disciplines

Stakeholders from the private sector

Stakeholders from private volunteer organizations, non-governmental organizations, and
Federally sponsored volunteer organizations

First responders

Establish a process for making working group decisions and developing policies
Clarify roles and responsibilities of working group members, e.g.:

Identify a chairperson

Identify voting members

Identify a point of contact for recording minutes and developing working group progress
reports

Identify a point of contact responsible for meeting logistics (e.g., setting dates, finding
locations, etc.)
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PLANNING GUIDELINES

[ AASSEmbling EplanningvorkingEroup

POC
Responsible
for Completion Complete by: Other Notes

STEP 2
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PLANNING GUIDELINES

I RGOmmMuTcCAtiNg AVItTIPI an M NS StaKENol( ers]

To maintain regular communication with key planning stakeholders, the planning POC should develop
and document a communication plan. (Refer to the Resources section for sample planning documents)

STEP 1

U Identify a central point of contact to develop and document the communication plan

STEP 2

U Review NIMS concepts and principles for managing communications and information

STEP 3

L Establish communication objectives, e.g.:
v To coordinate planning efforts and avoid duplication

v To review planning activities with the SAA/UASI administrator
v" To share information with Federal, State, local, and tribal planning POCs
v' To solicit feedback from ODP

STEP 4

U Develop and document a plan for communicating with the Senior Advisory Committee, Urban Area

Working Group, other working groups, and homeland security program administrator(s)

U Establish a timeframe for regular communication with the Senior Advisory Committee, Urban Area
Working Group, other working groups, and homeland security program administrator(s)

O Identify points of contact from the Senior Advisory Committee, Urban Area Working Group, and
other working groups and maintain regular communication

U Establish a method for communication (e.g., conference calls, email, attendance during
meetings)

STEP 5

U Develop and document a plan for communicating with planning stakeholders who are not
represented on working groups
O Identify key stakeholders who should be included in the plan, e.g.:
v" Public officials at the Federal, State, local, and tribal levels
v Head officials of Federal, State, local, and tribal agencies, departments, organizations, etc.
v" Program and/or operational managers with Federal, State, local, and tribal agencies,
departments, organizations, etc.
v' Administrative POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.
v’ First responder POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.
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STEP 5

Planning-17



ODP Program Management Handbook

PLANNING GUIDELINES

U Determine an optimal method for communication, e.g.:

v

NN NI NN

v

Homeland security program newsletter or mailings
SAA website

Stakeholder and/or partner organization websites
State or regional conferences

Conference calls

Email

Presentations at working group meetings

U Establish a schedule for regular and frequent communication
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To identify factors that affect planning and aid in developing planning priorities, the planning POC should
conduct a planning assessment.

STEP 1

U Identify a central point of contact or use the planning working group to conduct the assessment

STEP 2

L Establish a timeframe for conducting the assessment

STEP 3
U Conduct an assessment of factors that affect planning
U Review goals and objectives of the State/Urban Area Homeland Security Strategy
U Determine what plans are necessary to support the goals and objectives of the Strategy
U Develop a list of required plans organized by the goals and objectives of the Strategy
U Review State/regional assessments and reports
U Develop a list of required plans organized according to the relevant sections of the
assessments
U Review legal and programmatic policies, requirements, standards, and regulations
L Develop a list of required plans
U Determine if plans are required for equipment, training, and exercise activities
U Compare the requirements and determine if similar planning components are necessary and
can be coordinated
U Review new Federal, State, local, and tribal regulations
U Identify other mandated and recommended plans

STEP 4
U Identify legislative and/ or political factors that may impact planning priorities, e.g.:
v Election cycles
v" Pending legislation
v Pending standards
v' Schedules of legislative sessions
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STEP 5

U Identify seasonal cycles that may require special plans, e.g.:
v" National / State / local / tribal events
v' Weather events (e.g., hurricanes, tornados)
v' Wildfires

STEP 6

L Consolidate all information into one planning priorities list
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To ensure progress toward achieving the goals of the State/Urban Area Homeland Security Strategy, the
planning POC should develop and regularly update a planning approach.

STEP 1

U Establish a timeframe for developing or updating the planning approach

STEP 2

1 Establish planning goals based on the Strategy and identified planning priorities
U Review goals and objectives of the State/Urban Area Homeland Security Strategy
U Review planning priorities identified from the planning assessment

STEP 3

U Develop an approach to achieve planning goals
U Review available funding resources and understand the budget for planning activities
U Design a planning schedule and identify milestones for plan development

National initiatives

Public education and outreach

Create a master calendar

U Include the final due dates of all identified plans

U Establish interim deadlines for each plan to comply with final deadlines
U Consider the length of approval processes

U Convene the planning working group to coordinate and develop plans
L Ensure that plans do not contradict, i.e.:

U Compare all local and tribal plans to ensure they complement each other

U Compare State plans to ensure they complement each other

L Compare local and tribal plans with State plans

U Ensure State plans complement the NRP

L Create a consolidated list of plans and applicable deadlines/timeframes for completion

U Review legal and programmatic policies, requirements, standards, and regulations and
identify legal and regulatory deadlines, including grant deadlines

U Review ISIP and BSIR

U Identify all activities and incorporate them into a consolidated planning schedule, e.g.:

v' Operational/response/recovery/COOP/COG plans

v/ State, local, and tribal level plans

v' Conferences

v' Assessments

v

v

a
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STEP 4

U Share the planning approach with the homeland security program administrator(s) to influence
budget allocations

STEP 5

1 Establish and document a schedule for updating the approach and communicate the schedule to
planning stakeholders

Planning-26



ODP Program Management Handbook

PLANNING GUIDELINES

VaDeveloping@aplanningapproach

POC

Responsible

for Completion Complete by: Other Notes
STEP 4
STEP 5

Planning-27



ODP Program Management Handbook

PLANNING GUIDELINES

When creating and managing the planning budget, the planning POC should use the State or Urban Area
Homeland Security Strategy and priorities of the planning approach, in coordination with the homeland
security program administrator(s). The planning POC should track expenditures against the budget.

STEP 1
U Establish a timeframe for developing the planning budget

STEP 2

U Review the planning approach and the objectives of the State/Urban Area Homeland Security
Strategy

STEP 3

U Develop the budget based on the State/Urban Area Homeland Security Strategy and planning
approach
U Develop best and worst case scenario budgets in advance of funding allocations based on
previous year budgets and likely funding estimates
L Base budget allocations on the State/Urban Area Homeland Security Strategy and planning
priorities
U Create the final budget based on actual planning allocation and other available funding

STEP 4

U Identify and understand financial management requirements
O Work with procurement officers, financial managers/accountants, auditors, and grant
administrators and identify financial management requirements, e.g.:
Applicable OMB circulars
0OJP OC Financial Guide
Procurement laws and regulations
State or local financial management requirements
Certified assurances
U Review the schedule of all reporting requirements, timeframes, reporting agencies, etc., e.g.:
Required program reports
Required financial reports
Grant certifications and assurances
Funding deadlines and timeframes
The impact of delinquency on future funding and payments

< AN N NI NN

AN

Planning-28



ODP Program Management Handbook

PLANNING GUIDELINES

VInCreatingand managingaplanningbudget

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4

Planning-29



ODP Program Management Handbook

PLANNING GUIDELINES

STEP 5

U Present the budget to homeland security program administrator(s) for monitoring purposes

STEP 6

U Track funding expenditures against budgeted amounts and compare with stated priorities and goals

O Identify a central point of contact to monitor the budget and ongoing expenditures on a regular
basis

U Develop a database/spreadsheet to track the following information regarding funding:

POC responsible for managing funds

Amount of funding award

Source of funding award (e.g., SHSR LETPR UASI, etc.)

Allowable funding expenditures

Conditions or restrictions on expenditures

Expenditures and draw down against funding source (e.g., procurements)

U Complete program reports on a regular basis to ensure that expenditures have been tied to
program performance and agreed upon deliverables/projects

U Complete financial reports on a regular basis to ensure financial management compliance and
appropriate allocation of funds to agreed upon deliverables/projects

U Submit all completed reports to the program administrator(s)

AN N N NN
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STEP 6

Planning-31



ODP Program Management Handbook

PLANNING GUIDELINES

To ensure that all staffing needs are met, the planning POC should identify the workload and
communicate staffing needs to the homeland security program administrator(s).

STEP 1

U Establish a timeframe for identifying or updating staffing needs

STEP 2
U Identify staff and skills needed to sustain planning activities
U Review planning activities as identified in the master planning calendar
U Identify administrative and operational staff and skills needed to implement planning, including
appropriate personnel to monitor grants
U Consider the need for staff with security clearances

STEP 3
U Assess current staff availability
U Identify full-time and detailed, part-time staff available, including contractual support

STEP 4
U Identify staffing gaps

STEP 5

L Communicate staffing needs to the homeland security program administrator(s) to determine if
funding is available for staffing

STEP 6
U Identify alternative methods to sustain staffing
U Consider other Federal, State, local, and tribal funding sources as well as volunteers, interns,
etc.
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To enhance the implementation of planning activities, the planning POC should identify non-monetary
resources and promising practices.

STEP 1

U Establish a timeframe for identifying non-monetary resources and promising practices to support
planning

STEP 2

U Identify non-monetary resources and promising practices to support planning, e.g.:

v

v

STEP 3

Planning resources and promising practices from within the State and from other States/
regions

Planning resources and promising practices from professional organizations and
associations, e.g.:

- JCAHO

- NEMA

- NFPA

Planning resources and promising practices from Federal partners and agencies, e.g.:
- AHRQ

- CDC

-  FEMA

- NIPP

- ODP (e.g., HSAR LLIS, RKB)

U Document each resource and promising practice
O Identify the following types of information for each resource:

v

v
v
v

Resource type, e.g.:

- Website/portal

- Guidance document

- Training and Technical Assistance

- In-kind support

- Solicited and unsolicited donations

- Mutual aid agreements

Associated costs

Contact information to obtain the resource

Description of how the resource can be used in planning

U Identify the following types of information for the promising practices:

v
v
v

When and how to implement the promising practice
Benefits
Point of contact to learn more information
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STEP 4

U Distribute the resource information to planning stakeholders
U Identify administrative and operational planning stakeholders who should receive the information
U Consider stakeholders from all jurisdictions and disciplines involved in planning
U Determine a method for dissemination, e.g.:
v Post on website
v' Email
v Hard copy
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STEP 4

Planning-37



ODP Program Management Handbook

PLANNING GUIDELINES

12 _,Jf.mms uut {w ,ust ,1f.muInJ

To ensure that planning activities are in compliance with legal and programmatic policies, requirements,
standards, and regulations, the planning POC should understand and have a record of all legal and
programmatic policies, requirements, standards, and regulations that impact planning.

STEP 1

U Collect information regarding legal and programmatic policies, requirements, standards, and
regulations from the homeland security program administrator(s)

STEP 2

U Determine which laws, statutes, policies, requirements, standards, and regulations affect planning

U Review the legal and programmatic policies, requirements, standards, and regulations
information provided by the homeland security program administrator(s), e.g.:

CIPP

EMAP

HSEEP

HSGP grant guidance

HSPD-5

HSPD-7

HSPD-8

LETPP

National Planning Scenarios

National Preparedness Goal

National Preparedness Guidance

National Priorities

NIMS

NRP

0OJP OC Financial Guide

OMB Circulars

Target Capabilities List

Universal Task List

AN NN YV N N U N N N N N N N NN

STEP 3
U Create a spreadsheet and document specific sections that impact planning, e.g.:
v' Page numbers/website addresses of relevant sections
v’ Critical activities and dates which the laws, statutes, policies, requirements, standards, and
regulations impact
v" POCs for questions regarding the policies, requirements, standards, and regulations
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STEP 4
U Identify and document any additional planning-specific laws, policies, requirements, standards, and
regulations, e.g.:
v" Procurement laws and regulations
v Contractor/vendor laws and regulations

STEP 5
U Disseminate the legal and programmatic information to planning stakeholders
U Identify administrative and operational planning stakeholders who should receive the information
U Consider stakeholders from all jurisdictions and disciplines involved in planning
U Determine a method for dissemination, e.g.:
v Post on website
v Email
v Hard copy

STEP 6
U Monitor new laws, statutes, policies, requirements, standards, and regulations
U Collaborate with existing monitoring efforts (e.g., Inspector General)
U Develop a schedule for reviewing new and/or amended laws, statutes, policies, requirements,
standards and regulations
U Work with a State, local, or tribal legal department, officer, or attorney to review and understand
new and/or amended laws, statutes, policies, requirements, standards and regulations
U Update legal and programmatic information as needed and disseminate to stakeholders
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To aid in measuring performance and in creating reports, the planning POC should track planning data.

STEP 1

U Identify data that should be tracked to evaluate the management of planning activities
O Work with the homeland security program administrator(s) and identify data that should be
tracked for evaluations and reports
Review the State/Urban Area Homeland Security Strategy and identify data that should be
tracked to evaluate performance (e.g., spending against requirements, Strategy, etc.)
Review programmatic policies, requirements, standards, and regulations and identify specific
planning data that should be tracked to evaluate performance
Coordinate with administrative staff (e.g., financial management staff) and determine data that
should be tracked to evaluate performance
Track planning contractor data, e.g.:
Name and contact information
Planning expertise
Previous experience/engagements
Contract mechanisms (e.g., availability through Blanket Purchase Agreements)
References
Qualifications/credentials
Performance reports and evaluations
Scheduling procedures and availability

o 0O 0O O
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STEP 2
U Establish a process to track data
U Identify a central point of contact to collect data for the homeland security tracking system
U Coordinate with the homeland security program administrator(s) and establish a timeframe for
updating planning data in the tracking system
U Develop a schedule to ensure planning data is updated with changes

STEP 3
U Understand and comply with reporting deadlines (e.g. Federal, State, local, and tribal)
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To identify performance gaps and ways to improve the management of planning activities, the planning
POC should measure performance through evaluations on a regular basis.

STEP 1

U Establish criteria for evaluating planning management
U Review the State/Urban Area Homeland Security Strategy for evaluation requirements and
potential evaluation criteria
U Solicit input from multiple planning stakeholders and develop evaluation criteria, e.g.:
v Progress toward meeting planning goals
Efforts to address previous planning performance gaps
Efforts to complete plans according to master calendar milestones and deadlines
Coordination and communication between planning, equipment, training, and exercise
stakeholders
Ability to meet budget
Ability to track planning finances
Ability to track planning data
Ability to maintain staffing levels and skills
Compliance with legal and programmatic policies, requirements, standards, and regulations
Ability to generate necessary reports

NSRNIN
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STEP 2

U Establish a timeframe for conducting evaluations
U Review requirements and establish a schedule for evaluating management performance
U Document and communicate the schedule to planning stakeholders

STEP 3

L Collect data needed for the performance evaluation
U Develop a standard approach for soliciting input (e.g., surveys, interviews, etc.)
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STEP 4
U Evaluate data

U Engage the planning working group to review data

U Determine if the planning management criteria were met, e.g.:

v' Made significant progress toward meeting planning goals

Addressed previous planning performance gaps
Completed plans according to master calendar milestones and deadlines
Ensured coordination and communication with equipment, training, and exercise stakeholders
Met the budget
Successfully tracked finances
Successfully tracked and applied planning data
Maintained necessary staffing levels
Complied with legal and programmatic policies, requirements, standards, and regulations
Generated necessary reports

AN N NN N YN N

STEP 5

U Analyze evaluation results, document performance gaps, and share information with the homeland
security program administrator(s) to aid in the overall program evaluation

STEP 6

U Develop a plan to address performance gaps
U Create a task list, timeframe, and assign responsibilities for addressing performance gaps

STEP 7

U Share evaluation results with key stakeholders who will be involved in subsequent year planning
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To help ensure that contractors are providing effective services and products, the planning POC should
evaluate the performance of contractors and document the findings for future reference.

STEP 1

1 Establish a timeframe for evaluating planning contractors

STEP 2

U Identify a central point of contact to evaluate planning contractors

STEP 3
U Establish contractor evaluation criteria
O Work with the homeland security program administrator(s) and the planning working group and
establish criteria, e.g.:
v Performance/product quality
Performance according to schedule
Ability to remain within budget
Overall client satisfaction with performance

A NERNERN

STEP 4

U Conduct evaluations
U Engage the planning working group to conduct evaluations
U Determine if contractors met criteria, e.g.:

Delivered high quality performance/product

Met schedule milestones and deadlines

Remained within budget

Satisfied client needs

D RNEANERN

STEP 5

U Document performance gaps and/or strengths and communicate them to the homeland security
program administrator(s) to aid in the overall program evaluation

STEP 6

U Share information with stakeholders who will need future contract services
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STEP 6
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Use these working calendars to create and track planning milestones and deadlines.

Saturday

Friday

Thursday

Wednesday

January

Tuesday
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EQUIPMENT; PREFACE

The Equipment Guidelines are designed for managers or points of contact who are responsible for
making strategic homeland security equipment purchases. The guidelines are part of the “ODP Program
Management Handbook” that includes Administrator, Planning, Training, and Exercise guidelines as well.
The guidelines are not intended to supplant existing program management systems that are effective.
Their purpose is to serve as a resourceful tool for building and improving management frameworks
through which equipment-related goals and objectives can be achieved throughout various programs
and initiatives. The guidelines outline 11 suggested practices for developing and enhancing program
management abilities to help accomplish the following responsibilities:

B Apply the goals and objectives of the State/Urban Area Homeland Security Strategy to homeland
security equipment purchases;

I Identify and coordinate with key stakeholders—including private sector partners—to effectively
prioritize equipment needs and make purchases;

B Manage a strategic budget and staffing plan;
I Identify alternative resources available to ensure long-term equipment sustainability; and

B Measure the performance toward achieving the goals and objectives of the State/Urban Area
Homeland Security Strategy through equipment purchases.

Each suggested practice is supported by a set of activities. It is recommended that the user designate a
point of contact responsible for completing the activities. It is also recommended that the user create a
calendar with milestones and deadlines for activity completion. The Handbook includes a list of helpful
resources available from ODP Please consult the glossary for definitions of terms and acronyms used
throughout the Handbook.

Throughout the Handbook, the guidelines direct the equipment POC to communicate and coordinate with
the homeland security administrator(s). This refers to the administrator(s) at the State, local, and tribal
levels (e.g., the SAA and UASI administrators) who administer homeland security funds and oversee the
holistic implementation of homeland security programs and initiatives.
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EQUIPMENT GUIDELINES

EQUIPMENT GUIDELINE SECTIONS

I. Identifying equipment stakeholders.........cccvmiiirrnmimierrr s s s s s nanas Equipment-4
Il. Assembling an equipment working group........ccccccvirirrererminsnsrrersessssnsasanns Equipment-12
1. Communicating with equipment stakeholders..........cccorcrmiriimircrircrirrenan. Equipment-16
IV. Conducting an assessment to identify equipment needs..........covveveieinnnanns Equipment-20
V. Developing an equipment priority purchase list .......c.cccverimimimierrrrrsrsnsennns Equipment-24
VI. Creating and managing an equipment budget ...........cociiiiiiiiciciiccnnanas Equipment-26
VII. Identifying staffing needs........cccreirimiriiriirsicrr s s sraas Equipment-30

VIII. Incorporating legal and programmatic policies, requirements, standards, and

regulations that impact equipment..........cooiiiiiiii Equipment-32
IX. Tracking equipment data for performance evaluation and reporting ............ Equipment-36
X. Evaluating the management of the equipment activities ..........ccvveiniinnnanes Equipment-38
XI. Evaluating equipment vendors .......cc.coirimirimirimsrmsr s s Equipment-42
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EQUIPMENT, GUIDELINES

[ AETTUTYINE EYUAMENTSTAKEN0IAErS]

To ensure that the equipment needs of key stakeholders from all aspects of homeland security are met,
the equipment POC should identify all stakeholders who have a direct or indirect need for or impact on
homeland security equipment. (Refer to the Resources section for sample planning documents)

STEP 1
U Create a database to maintain equipment stakeholder information
U Identify a point of contact responsible for maintaining the database on a regular basis
U Maintain the following types of stakeholder information:
v" Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
Area of expertise, if applicable
Capability or service offering as relevant to the equipment
Types of information the stakeholder should receive regarding equipment
v" Record of equipment information the stakeholder has received

STEP 2
U Identify stakeholders who have direct involvement with equipment
U Create a list of administrative stakeholders with direct involvement, e.g.:
v Key financial staff from the Federal, State, local and tribal levels, e.g.:
- Financial managers/accountants
- Auditors
- Grant administrators who administer other grant programs that complement the
homeland security program (e.g., CDC, HRSA, FEMA, DOT, DOE, USDA grants, etc.)
v" Procurement officers
v Public information officers within the SAA office or agency who handle FOIA and press
inquiries jointly with the SAA and their staff
v" Homeland security administrators and deputies from the Federal, State, local and tribal
levels
U Create a list of operational stakeholders with direct involvement, e.g.:
v Federal, State, local, and tribal planning, equipment, training, and exercise POCs

A NERNERN
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EQUIPMENT,GUIDELINES

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
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EQUIPMENT, GUIDELINES

STEP 3
U Identify Federal, State, local, and tribal stakeholders from first responder disciplines
U Consider disciplines such as the following (note: this list is not comprehensive):
v Agriculture
Emergency management
Emergency medical service
Fire service
Government administrative
Hazardous materials
Health care
Law enforcement
Military
Public communications
Public health
v Public works
U For each discipline, group stakeholders according to categories such as the following:
v Head officials of Federal, State, local, and tribal agencies, departments, organizations, etc.,

e.g.:

- Agencies, departments or organizations such as the FBI, National Guard, Coast Guard,
Immigrations and Customs, Intelligence Fusion Center, State Police, State Emergency
Management Agency, State Health Office, State Agriculture Agency, County Health Office,
Victims Services Office

v" Program and/or operational managers with Federal, State, local, and tribal agencies,
departments, organizations, etc.

v" Administrative POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

v’ First responder POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

AN NN Y U N N N
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EQUIPMENT,GUIDELINES

| dentifyingequipmentistakenolders

POC
Responsible
for Completion Complete by: Other Notes

STEP 3
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EQUIPMENT, GUIDELINES

U For each stakeholder, maintain the following types of information:
v" Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
Area of expertise, if applicable
Capability or service offering as relevant to equipment
Types of information the stakeholder should receive regarding equipment
v" Record of equipment information the stakeholder has received

STEP 4

U Identify public officials who impact or are affected by equipment at the Federal, State, local, and
tribal levels

U For each public official, maintain the following types of information:
v" Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
v" Types of information the public official should receive regarding equipment
v" Record of equipment information the public official has received

STEP 5
U Identify important stakeholders from the private sector
U Consider the following types of private sector stakeholders:
v Private sector leaders
v Private sector industry POCs
v" Private sector enterprise POCs
v' Other important private sector stakeholders (e.g., convention center staff, security staff,
hospitality staff)
U For each stakeholder, maintain the following types of information:
Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
Area of expertise, if applicable
Capability or service offering as relevant to equipment
Types of information the stakeholder should receive regarding equipment
Record of equipment information the stakeholder has received

AR
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POC

Responsible

for Completion Complete by: Other Notes
STEP 3
STEP 4
STEP 5
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STEP 6

U Identify stakeholders from private volunteer organizations, academia, non-governmental
organizations, and Federally sponsored volunteer programs, e.g.:

U Consider the following types of private volunteer organizations, academia, non-governmental
organizations, and Federally sponsored volunteer programs:

AN NN NN

Americorps

Citizen Corps

Civil Air Patrol

Community and faith-based
Red Cross

Schools and universities
Senior Corps

U For each stakeholder, maintain the following types of information:

v

A NERNERN

v
STEP 7

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

Area of expertise, if applicable

Capability or service offering as relevant to equipment

Types of information the stakeholder should receive regarding equipment

Record of equipment information the stakeholder has received

L Share stakeholder information with the homeland security program administrator(s) to ensure it is
included in the master stakeholder database

STEP 8

U Update the stakeholder database regularly as new information becomes available
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POC
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for Completion Complete by: Other Notes
STEP 6
STEP 7
STEP 8
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To ensure that key stakeholders are involved in equipment-related activities, the equipment POC should
assemble and utilize an equipment working group.

STEP 1
U Assess existing equipment working groups
U Assess the role and responsibilities of existing equipment working groups
U Determine if the group has clear responsibilities, meets regularly, and communicates with the
homeland security program administrator(s) and other working groups, including the Senior
Advisory Committee and Urban Area Working Group
U Assess the membership of existing equipment working groups
U Determine if the group includes key equipment stakeholders from all relevant jurisdictions,
disciplines, and organizations, e.g.:
Stakeholders from the Federal, State, local, and tribal levels
Stakeholders from all relevant disciplines
Stakeholders from the private sector
Technical experts
Stakeholders from private volunteer organizations, non-governmental organizations, and
Federally sponsored volunteer organizations
v First responders

STEP 2

O Ifit is determined that a working group does not exist, needs enhanced responsibilities, or needs
improved stakeholder representation, establish or reorganize one

U Identify the authority of the equipment working group by working with the homeland security
program administrator(s), Senior Advisory Committee, and Urban Area Working Group

U Work with the homeland security program administrator(s) and establish working group
objectives, e.g.:
v' To ensure advance, strategic planning (e.g., preparing for bids in advance of award)

To develop relationships and work with private sector partners

To identify alternative resources for sustaining equipment

To conduct equipment needs assessments

To maintain strong coordination with homeland security stakeholders throughout the State

and region

AN N N NN
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POC

Responsible

for Completion Complete hy: Other Notes
STEP 1
STEP 2
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U Determine the frequency of working group meetings
U Identify and invite key stakeholders to participate

a

DN N N NN

v

Ensure broad representation from all jurisdictions, disciplines, and organizations involved in
the homeland security program, e.g.:

Stakeholders from the Federal, State, local, and tribal levels

Stakeholders from all relevant disciplines

Stakeholders from the private sector

Technical experts

Stakeholders from private volunteer organizations, non-governmental organizations, and
Federally sponsored volunteer organizations

First responders

U Establish a process for making working group decisions and developing policies
U Clarify roles and responsibilities of working group members, e.g.:

v
v
v

Identify a chairperson

Identify voting members

Identify a point of contact for recording minutes and developing working group progress
reports

Identify a point of contact responsible for meeting logistics (e.g., setting dates, finding
locations, etc.)
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POC
Responsible
for Completion Complete by: Other Notes

STEP 2
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To maintain regular communication with key equipment stakeholders, the equipment POC should develop
and document a communication plan. (Refer to the Resources section for sample planning documents)

STEP 1

U Identify a central point of contact to develop and document the communication plan

STEP 2

U Review NIMS concepts and principles for managing communications and information

STEP 3

U Establish communication objectives, e.g.:
v To coordinate planning efforts and avoid duplication
v" To share information with Federal, State, local, and tribal equipment POCs
v" To solicit feedback from ODP

STEP 4

U Develop and document a plan for communicating with the Senior Advisory Committee, Urban Area
Working Group, other working groups, and homeland security program administrator(s)

U Establish a timeframe for regular communication with the Senior Advisory Committee, Urban Area
Working Group, other working groups, and homeland security program administrator(s)

O Identify points of contact from the Senior Advisory Committee, Urban Area Working Group, and
other working groups and maintain regular communication

U Establish a method for communication (e.g., conference calls, email, attendance during
meetings)

STEP 5

U Develop and document a plan for communicating with equipment stakeholders who are not
represented on working groups

U Identify key stakeholders who should be included in the plan, e.g.:

v Public officials at the Federal, State, local, and tribal levels

v' Head officials of Federal, State, local, and tribal agencies, departments, organizations, etc.

v" Program and/or operational managers with Federal, State, local, and tribal agencies,
departments, organizations, etc.

v" Administrative POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

v’ First responder POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.
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lITRCommumicatingwitheguipmentistakeholders

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
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U Determine an optimal method for communication, e.g.:

v

RN NN

v

Homeland security program newsletter or mailings
SAA website

Stakeholder and/or partner organization websites
State or regional conferences

Conference calls

Email

Presentations at working group meetings

U Establish a schedule for regular and frequent communication
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for Completion Complete hy: Other Notes

STEP 5
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To identify factors that affect the equipment and aid in developing equipment purchasing priorities, the
equipment POC should conduct an equipment assessment.

STEP 1

U Identify a central point of contact or use the equipment working group to conduct the
assessment

STEP 2

L Establish a timeframe for conducting the assessment

STEP 3
U Conduct an assessment to identify needed equipment
U Review goals and objectives of the State/Urban Area Homeland Security Strategy
U Determine what equipment is necessary to support the goals and objectives of the Strategy
U Develop a list of required equipment organized by the goals and objectives of the Strategy
U Review State/regional assessments and reports
U Develop a list of required equipment organized according to the relevant sections of the
assessments
U Review legal and programmatic policies, requirements, standards, and regulations that impact
equipment needs
U Determine if equipment is needed for planning, training, and exercise activities
U Contact planning, training, and exercise POCs and determine necessary equipment
O Identify training and exercises necessary for equipment purchases
U Determine if equipment vendors provide accompanying training
U Coordinate with training and exercise POCs in order to update their schedules to reflect
equipment purchases
U Review new Federal, State, local, and tribal regulations
U Identify any other recommended equipment

STEP 4
U Identify legislative and/or political factors that may impact equipment priorities, e.g.:
v Election cycles
v Pending legislation
v" Pending standards
v' Schedules of legislative sessions
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POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
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ViConductingamassessmentioydentify equipmentineeds

STEP 5

U Identify seasonal cycles that may require special equipment, e.g.:
v" National / State / local / tribal events
v" Weather events (e.g., hurricanes, tornados)
V' Wildfires

STEP 6

L Consolidate all information into one list of needed equipment
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POC

Responsible

for Completion Complete by: Other Notes
STEP 5
STEP 6
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To ensure progress toward achieving the goals of the State/Urban Area Homeland Security Strategy, the
equipment POC should develop a priority purchase list based on the goals and objectives of the State/
Urban Area Homeland Security Strategy.

STEP 1

U Establish a timeframe for developing or updating the equipment priority purchase list

STEP 2

U Create a priority purchase list based on the State/Urban Area Homeland Security Strategy and
identified needs

U Review available funding sources and understand the budget for equipment purchases
U Review equipment needs as identified from the equipment assessment
U Review relevant documents and resources to assist in developing priorities, e.g.:
v/ State/Urban Area Homeland Security Strategy
v Grant guidance for all open years
v" Authorized Equipment List
L Solicit feedback from first responders
U Engage the equipment working group to develop the priorities list
U Understand the impact of vendor backlogs and the purchasing timeline
U Coordinate priority lists among subgrantees to ensure interoperability and avoid duplication

STEP 3

U Share the equipment priority list with the homeland security program administrator(s) to influence
budget allocations

Equipment-24



ODP Program Management Handbook

EQUIPMENT, GUIDELINES

ViDeveloping@amequipmentiprioritypurchasedist

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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VIsCreatingand managinganequipmentibudget

When creating and managing the equipment budget, the equipment POC should use the State/Urban
Area Homeland Security Strategy and priority purchase list, in coordination with the homeland security
program administrator(s). The equipment POC should track expenditures against the budget.

STEP 1

U Establish a timeframe for developing the equipment budget

STEP 2

U Review the equipment priority purchase list and the objectives of the State/Urban Area Homeland
Security Strategy

STEP 3
U Develop the budget based on the State/Urban Area Homeland Security Strategy and the equipment
priority list
U Develop best and worst case scenario budgets in advance of funding allocations based on
previous year budgets and likely funding estimates
U Base budget allocations on the State/Urban Area Homeland Security Strategy and equipment
priority list
U Create the final budget based on actual equipment allocation and other available funding

STEP 4
U Identify and understand financial management requirements
O Work with procurement officers, financial managers/accountants, auditors, and grant
administrators and identify financial management requirements, e.g.:
Applicable OMB circulars
0OJP OC Financial Guide
Procurement laws and regulations
State or local financial management requirements
Certified assurances
U Review the schedule of all reporting requirements, timeframes, reporting agencies, etc., e.g.:
Required program reports
Required financial reports
Grant certifications and assurances
Funding deadlines and timeframes
The impact of delinquency on future funding and payments

AN RN
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POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
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VIsCreatingand managinganequipmentibudget

STEP 5

U Present the budget to homeland security program administrator(s) for monitoring purposes

STEP 6

U Procure equipment based on priority list

Provide procurement officers with all information needed to order equipment

Determine which equipment can be purchased in accordance with available funding and
allowable expenditures

Maintain a timeline for the equipment purchasing process, including deadlines and requirements
Coordinate purchases across jurisdictions to maximize purchasing power and ensure
interoperability

U Distribute and provide training on equipment in coordination with the training POC

STEP 7

U Track funding expenditures against budgeted amounts and compare with stated priorities and goals
O Identify a central point of contact to monitor the budget and ongoing expenditures on a regular

basis

U Develop a database/spreadsheet to track the following information regarding funding:

POC responsible for managing funds

Amount of funding award

Source of funding award (e.g., SHSR LETPR UASI, etc.)

Allowable funding expenditures

Conditions or restrictions on expenditures

Expenditures and draw down against funding source (e.g., procurements)

U Complete program reports on a regular basis to ensure that expenditures have been tied to
program performance and agreed upon deliverables/projects

U Complete financial reports on a regular basis to ensure financial management compliance and
appropriate allocation of funds to agreed upon deliverables/projects

U Submit all completed reports to the program administrator(s)

o0 OO0
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VInCreatingand managing anequipmentibudget

POC

Responsible

for Completion Complete by: Other Notes
STEP 5
STEP 6
STEP 7
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Vil Ml dentifyingstatfingneeds

To ensure that all staffing needs are met, the equipment POC should identify the workload and
communicate staffing needs to the homeland security program administrator(s).

STEP 1

L Establish a timeframe for identifying or updating staffing needs

STEP 2
U Identify staff and skills needed to sustain the program
O Identify administrative and operational staff and skills needed to implement equipment-related
activities, including appropriate personnel to monitor grants

STEP 3
U Assess current staff availability
O Identify full-time and detailed, parttime staff available, including contractual support

STEP 4
U Identify staffing gaps

STEP 5

U Communicate staffing needs to the homeland security program administrator(s) to determine if
funding is available for staffing

STEP 6
U Identify alternative methods to sustain staffing
U Consider other Federal, State, local, and tribal funding sources as well as volunteers, interns,
etc.
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STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
STEP 6
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To ensure that the equipment program is in compliance with legal and programmatic policies,
requirements, standards, and regulations, the equipment program POC should understand and have
a record of all legal and programmatic policies, requirements, standards, and regulations that impact
equipment.

STEP 1

U Collect information regarding legal and programmatic policies, requirements, standards, and
regulations from the homeland security program administrator(s)

STEP 2
U Determine which laws, statutes, policies, requirements, standards, and regulations affect equipment
U Review the legal and programmatic policies, requirements, standards and regulations information

provided by the homeland security program administrator(s), e.g.:
v' CIPP

EMAP

HSEEP

HSGP grant guidance

HSPD-5

HSPD-7

HSPD-8

LETPP

National Planning Scenarios

National Preparedness Goal

National Preparedness Guidance

National Priorities

NIMS

NRP

0OJP OC Financial Guide

OMB Circulars

Target Capabilities List

Universal Task List
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POC
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for Completion Complete by: Other Notes
STEP 1
STEP 2
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STEP 3
U Create a spreadsheet and document specific sections that impact equipment, e.g.:
v' Page numbers/website addresses of relevant sections
v’ Critical activities and dates which the laws, statutes, policies, requirements, standards, and
regulations impact
v" POCs for questions regarding the policies, requirements, standards, and regulations

STEP 4

U Identify and document any additional equipment-specific laws, policies, requirements, standards,
and regulations, e.g.:

v" Procurement laws and regulations

v Contractor/vendor laws and regulations
v Inventory Management Regulations

v' AEL specifications

STEP 5
U Disseminate the legal and programmatic information to equipment stakeholders
O Identify administrative and operational equipment stakeholders who should receive the
information
U Consider stakeholders from all jurisdictions and disciplines involved in equipment-related
activities
U Determine a method for dissemination, e.g.:
v" Post on website
v' Email
v" Hard copy

STEP 6
U Monitor new laws, statutes, policies, requirements, standards, and regulations
U Collaborate with existing monitoring efforts (e.g., Inspector General)
U Develop a schedule for reviewing new and/or amended laws, statutes, policies, requirements,
standards and regulations
U Work with a State, local, or tribal legal department, officer, or attorney to review and understand
new and/or amended laws, statutes, policies, requirements, standards and regulations
U Update legal and programmatic information as needed and disseminate to stakeholders
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POC
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for Completion Complete by: Other Notes
STEP 3
STEP 4
STEP 5
STEP 6
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To aid in measuring performance and in creating reports, the equipment POC should track equipment
data.

STEP 1
U Identify data that should be tracked to evaluate the management of equipment activities
O Work with the homeland security program administrator(s) and identify data that should be
tracked for evaluations and reports, e.g.:
v" Equipment purchases
v' Equipment distribution dates
v" Equipment inventory and inventory schedules
- Inventory management requirements identified in grant guidance, Federal/State/local/
tribal laws, and financial guidelines
- Equipment maintenance/calibration/“shelf life” requirements
v' Equipment operator training
v' Equipment effectiveness
Review the State/Urban Area Homeland Security Strategy and identify data that should be
tracked to evaluate performance (e.g., spending against requirements, Strategy, etc.)
Review programmatic policies, requirements, standards, and regulations and identify specific
equipment data that should be tracked to evaluate performance
Coordinate with administrative staff (e.g., financial management staff) and determine data that
should be tracked to evaluate performance
Track equipment vendor information, e.g.:
v" Name and contact information
v' Contract mechanisms (e.g., availability through Blanket Purchase Agreements)
v' References

STEP 2
L Establish a process to track data
U Identify a central point of contact to collect data for the homeland security tracking system
U Coordinate with the homeland security program administrator(s) and establish a timeframe for
updating equipment data in the tracking system
U Develop a schedule to ensure equipment data is updated with changes

STEP 3
U Understand and comply with reporting deadlines (e.g. Federal, State, local, and tribal)

o O O O
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for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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To identify performance gaps and ways to improve the management of equipment activities, the
equipment POC should measure performance through evaluations on a regular basis.

STEP 1
U Establish criteria for evaluating the management of equipment activities
U Review the State/Urban Area Homeland Security Strategy for evaluation requirements and
potential evaluation criteria
O Solicit input from multiple equipment stakeholders and develop evaluation criteria, e.g.:
v' Making purchases based on Strategy goals and objectives
Ensuring interoperability
Efforts to address previous performance gaps
Ensuring that training was available for equipment
Efforts to ensure long-term equipment sustainability
Coordination and communication between planning, equipment, training, and exercise
stakeholders
Ability to meet budget
Ability to track equipment finances
Ability to track equipment data
Ability to maintain staffing levels and skills
Compliance with legal and programmatic policies, requirements, standards, and regulations
v Ability to generate necessary reports

STEP 2

U Establish a timeframe for conducting evaluations
U Review requirements and establish a schedule for evaluating management performance
U Document and communicate the schedule to equipment stakeholders

STEP 3
U Collect data needed for the management performance evaluation
U Develop a standard approach for soliciting input (e.g., surveys, interviews, etc.)

AN N NI NN
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for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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STEP 4
U Evaluate data
U Engage the equipment working group to review data
U Determine if the equipment management criteria were met, e.g.:
v' Made purchases based on Strategy goals and objectives

v' Ensured interoperability
v' Addressed previous performance gaps
v' Ensured that training was available for new equipment
v' Made significant progress toward ensuring long-term equipment sustainability
v" Ensured coordination and communication with planning, training, and exercise stakeholders
v' Met the budget
v Successfully tracked finances
v" Successfully tracked and applied equipment data
v' Maintained necessary staffing levels
v' Complied with legal and programmatic policies, requirements, standards, and regulations
v' Generated necessary reports
STEP 5

U Analyze evaluation results, document performance gaps, and share information with the homeland
security program administrator(s) to aid in the overall program evaluation

STEP 6
U Develop a plan to address performance gaps
U Create a task list, timeframe, and assign responsibilities for addressing performance gaps

STEP 7

U Share evaluation results with key stakeholders who will be involved in subsequent year planning
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STEP 4
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STEP 7
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To help ensure that vendors are providing effective products and services, the equipment POC should
evaluate the performance of vendors and document the findings for future reference.

STEP 1

U Establish a timeframe for evaluating equipment vendors

STEP 2

U Identify a central point of contact to evaluate equipment vendors

STEP 3
L Establish vendor evaluation criteria
O Work with the homeland security program administrator(s) and the equipment working group and
establish criteria, e.g.:
Equipment delivery times
Quiality of training provided
Quality of customer service
Ability to remain within budget
v" Qverall client satisfaction with performance

STEP 4
U Conduct evaluations
U Engage the equipment working group to conduct evaluations
U Determine if vendors met criteria, e.g.:
v' Delivered equipment on time
Provided timely, high quality training on new equipment
Provided high quality customer service
Remained within budget
v/ Satisfied client needs

STEP 5

U Document performance gaps and/or strengths and communicate them to the homeland security
program administrator(s) to aid in the overall program evaluation

STEP 6

U Share information with stakeholders who will need future contract services
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KiSEvaluatingeguipmentyendors
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STEP 2
STEP 3
STEP 4
STEP 5
STEP 6
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Use these working calendars to create and track equipment milestones and deadlines.

Saturday

Friday

Thursday

Wednesday

January

Tuesday
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TRAINING PREFACE

The Training Guidelines are designed for managers or points of contact who are responsible for
implementing activities associated with training. The guidelines are part of the “ODP Program
Management Handbook” that includes Administrator, Planning, Equipment, and Exercise guidelines
as well. The guidelines are not intended to supplant existing program management systems that

are effective. Their purpose is to serve as a resourceful tool for building and improving management
frameworks through which training-related goals and objectives can be achieved throughout various
programs and initiatives. The guidelines outline 12 suggested practices for developing and enhancing
program management abilities to help accomplish the following responsibilities:

B Apply the goals and objectives of the State/Urban Area Homeland Security Strategy
throughout homeland security training activities;

M Assess the preparedness environment and identify training priorities;

I Identify and coordinate with key stakeholders—including private sector partners—to
effectively plan and implement homeland security training activities;

B Manage a strategic budget and staffing plan for training activities;

I Identify alternative resources available to ensure long-term sustainability and
institutionalization of training efforts; and

B Measure the performance toward increasing capabilities and achieving the goals and
objectives of the State/Urban Area Homeland Security Strategy through training activities.

Each suggested practice is supported by a set of activities. It is recommended that the user designate a
point of contact responsible for completing the activities. It is also recommended that the user create a
calendar with milestones and deadlines for activity completion. The Handbook includes a list of helpful
resources available from ODP Please consult the glossary for definitions of terms and acronyms used
throughout the Handbook.

Throughout the Handbook, the guidelines direct the training POC to communicate and coordinate with
the homeland security administrator(s). This refers to the administrator(s) at the State, local, and tribal
levels (e.g., the SAA and UASI administrators) who administer homeland security funds and oversee the
holistic implementation of homeland security programs and initiatives.
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TRAINING GUIDELINES

TRAINING GUIDELINE SECTIONS

I. Identifying training stakeholders ........ccccveivrrirnmrcrerrr s s s s nmrmsmnnss Training-4
1. Assembling a training working group.......cccccerrermimiminsmrreressnsmsesesesnssssnsasasnss Training-12
1. Communicating with training stakeholders ...........ccciriiiiimirincrsicrr . Training-16
IV. Conducting an assessment to develop training priorities ...........cocveirieirninnnans Training-20
V. Developing a training approach .........c.ccceceeiicimircrersrsrsnsmserr s s ssssnsmsesasnsasasnnes Training-22
VI. Creating and managing a training budget .........c.cocriiiiiicrcicr Training-24
VII. Identifying staffing needs........cccimirimirimiriirisr s s na e Training-28

VIIl. Identifying non-monetary resources and promising practices to support
L 1111 Training-30

IX. Incorporating legal and programmatic policies, requirements, standards, and

regulations that impact trainiNg ........coceiiivirisrr s s s s s e rmrmen s Training-34
X. Tracking training data for performance evaluation and reporting...................... Training-38
Xl. Evaluating the management of training activities........cccorcvririiirinirincrnncnnnn. Training-40
XIl. Evaluating training providers.........ccccvimirmimimimrinr s ss snsssssssasnns Training-44
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TRAINING GUIDELINES

L Ldantyin tealnlns stuanuldaes

To ensure that training activities involve key stakeholders, the training POC should identify all
stakeholders who have a direct or indirect impact on training. (Refer to the Resources section for
sample planning documents)

STEP 1

U Create a database to maintain training stakeholder information
U Identify a point of contact responsible for maintaining the database on a regular basis
U Maintain the following types of stakeholder information:
v" Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
Area of expertise, if applicable
Capability or service offering as relevant to training
Training activities in which the stakeholder should be involved
Record of homeland security training activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding training
v" Record of training information the stakeholder has received

STEP 2
U Identify stakeholders who have direct involvement with training implementation
U Create a list of administrative stakeholders with direct involvement, e.g.:
v' Key financial staff from the Federal, State, local, and tribal levels, e.g.:
- Financial managers/accountants
- Auditors
- Grant administrators who administer other grant programs that complement the
homeland security program (e.g., CDC, HRSA, FEMA, DOT, DOE, USDA grants, etc.)
v Procurement officers
v Public information officers within the SAA office or agency who handle FOIA and press
inquiries jointly with the SAA and their staff
v" Homeland security administrators and deputies from the Federal, State, local, and tribal
levels
U Create a list of operational stakeholders with direct involvement, e.g.:
v Federal, State, local, and tribal planning, equipment, training, and exercise POCs

NN NI NN
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POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
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TRAINING GUIDELINES

STEP 3
U Identify Federal, State, local, and tribal stakeholders from first responder disciplines
U Consider disciplines such as the following (note: this list is not comprehensive):
v Agriculture
Emergency management
Emergency medical service
Fire service
Government administrative
Hazardous materials
Health care
Law enforcement
Military
Public communications
Public health
v Public works
U For each discipline, group stakeholders according to categories such as the following:
v Head officials of Federal, State, local, and tribal agencies, departments, organizations, etc.,

e.g.:

- Agencies, departments or organizations such as the FBI, National Guard, Coast Guard,
Immigrations and Customs, Intelligence Fusion Center, State Police, State Emergency
Management Agency, State Health Office, State Agriculture Agency, County Health Office,
Victims Services Office

v" Program and/or operational managers with Federal, State, local, and tribal agencies,
departments, organizations, etc.

v" Administrative POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

v’ First responder POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

U For each stakeholder, maintain the following types of information:

v" Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

v' Area of expertise, if applicable

v Capability or service offering as relevant to training

AN N N N N N YR N
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I dentifyingaraining stakeholders

POC
Responsible
for Completion

Complete by:

ODP Program Management Handbook

Other Notes

STEP 3
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TRAINING GUIDELINES

A NERNERN

v

STEP 4

| MAETTUTYINEArATM NS SIAKENO10 ErsS]

Training activities in which the stakeholder should be involved

Record of homeland security training activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding training

Record of training information the stakeholder has received

U Identify public officials who impact or are affected by training activities at the Federal, State, local,
and tribal levels

U For each public official, maintain the following types of information:

v
v
v

v
v

STEP 5

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

Training activities to which the public official should be invited or in which the public official
should be involved

Record of training activities to which the public official has been invited or in which the public
official has been involved

Types of information the public official should receive regarding training

Record of training information the public official has received

U Identify important stakeholders from the private sector
U Consider the following types of private sector stakeholders:

v

v
v
v

Private sector leaders

Private sector industry POCs

Private sector enterprise POCs

Other important private sector stakeholders (e.g., convention center staff, security staff,
hospitality staff)

U For each stakeholder, maintain the following types of information:

<

AN N NN

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

Area of expertise, if applicable

Capability or service offering as relevant to training

Training activities in which the stakeholder should be involved

Record of homeland security training activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding training

Record of training information the stakeholder has received
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TRAINING GUIDELINES

INldentifyingaraimngstakenolders

POC

Responsible

for Completion Complete by: Other Notes
STEP 3
STEP 4
STEP 5
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TRAINING GUIDELINES

STEP 6
U Identify stakeholders from private volunteer organizations, academia, non-governmental
organizations, and Federally sponsored volunteer programs, e.g.:
U Consider the following types of private volunteer organizations, academia, non-governmental
organizations, and Federally sponsored volunteer programs:
v' Americorps
v Citizen Corps
v' Civil Air Patrol
v/ Community and faith-based
v Postal authorities
v" Red Cross
v Schools and universities
v' Senior Corps
v Tribes
v" Unions
U For each stakeholder, maintain the following types of information:
v" Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
v' Area of expertise, if applicable
v Capability or service offering as relevant to training
v Training activities in which the stakeholder should be involved
v" Record of homeland security training activities in which the stakeholder has been involved
v Types of information the stakeholder should receive regarding training
v" Record of training information the stakeholder has received

STEP 7

U Share stakeholder information with the homeland security program administrator(s) to ensure it is
included in the master stakeholder database

STEP 8

U Update the stakeholder database regularly as new information becomes available

Training-10
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N dentifyingtraimngstakenolders

POC

Responsible

for Completion Complete by: Other Notes
STEP 6
STEP 7
STEP 8
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TRAINING GUIDELINES

|| BASSEMDIINSERrAMNTEAVOTKINS Eroup;

To ensure that key stakeholders are involved in coordinated training efforts, the training POC should
assemble and utilize a training working group.

STEP 1

L Assess existing training working groups
L Assess the role and responsibilities of existing training working groups
U Determine if the group has clear responsibilities, meets regularly, and communicates with the
homeland security program administrator(s) and other working groups, including the Senior
Advisory Committee and Urban Area Working Group
U Assess the membership of existing training working groups
U Determine if the group includes key training stakeholders from all relevant jurisdictions,
disciplines, and organizations, e.g.:
v' Stakeholders directly involved in training from the Federal, State, local, and tribal levels (e.g.,
representatives from special response teams)
v Stakeholders from all relevant disciplines (e.g., police and fire academies)
Stakeholders from the private sector (e.g., hospitality, convention, and security staff)
v’ Stakeholders from private volunteer organizations, non-governmental organizations, and
Federally sponsored volunteer organizations
v First responders

STEP 2
O Ifit is determined that a working group does not exist, needs enhanced responsibilities, or needs
improved stakeholder representation, establish or reorganize one
U Identify the authority of the training working group by working with the homeland security program
administrator(s), Senior Advisory Committee, and Urban Area Working Group
O Work with the homeland security program administrator(s) and establish working group
objectives, e.g.:
To ensure advance, strategic planning
To develop relationships and work with private sector partners
To identify opportunities to consolidate training requirements from multiple agencies
To take steps toward institutionalizing training courses
To identify alternative resources for sustaining training activities
To conduct training assessments
To maintain strong coordination with homeland security stakeholders throughout the State
and region
U Determine the frequency of working group meetings

<\

AN N N N NN
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TRAINING GUIDELINES

([ FASSEmMbling@ayraimngavorkinggroup

POC

Responsible

for Completion Complete hy: Other Notes
STEP 1
STEP 2
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TRAINING GUIDELINES

U Identify and invite key stakeholders to participate

Q

v
v
v
v

v

Ensure broad representation from all jurisdictions, disciplines, and organizations involved in
training, e.g.:

Stakeholders directly involved in training from the Federal, State, local, and tribal levels (e.g.,
representatives from special response teams)

Stakeholders from all relevant disciplines (e.g., police and fire academies)

Stakeholders from the private sector (e.g., hospitality, convention, and security staff)
Stakeholders from private volunteer organizations, non-governmental organizations, and
Federally sponsored volunteer organizations

First responders

U Establish a process for making working group decisions and developing policies
U Clarify roles and responsibilities of working group members, e.g.:

v
v
v

Identify a chairperson

Identify voting members

Identify a point of contact for recording minutes and developing working group progress
reports

Identify a point of contact responsible for meeting logistics (e.g., setting dates, finding
locations, etc.)

Training-14
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I BASseEmMbling axraining working group

POC
Responsible
for Completion

Complete by:

ODP Program Management Handbook

Other Notes

STEP 2
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TRAINING GUIDELINES

[[RCommumicatingaitmiraimng stakeolders

To maintain regular communication with key training stakeholders, the training POC should develop and
document a communication plan. (Refer to the Resources section for sample planning documents)

STEP 1

U Identify a central point of contact to develop and document the communication plan

STEP 2

U Review NIMS concepts and principles for managing communications and information

STEP 3

U Establish communication objectives, e.g.:
v" To coordinate training efforts and avoid duplication
v To review training activities and plans with the SAA/UASI administrator
v" To share information with Federal, State, local, and tribal training POCs
v" To solicit feedback from ODP

STEP 4
U Develop and document a plan for communicating with the Senior Advisory Committee, Urban Area
Working Group, other working groups, and homeland security program administrator(s)
U Establish a timeframe for regular communication with the Senior Advisory Committee, Urban Area
Working Group, other working groups, and homeland security program administrator(s)
O Identify points of contact from the Senior Advisory Committee, Urban Area Working Group, and
other working groups and maintain regular communication
U Establish a method for communication (e.g., conference calls, email, attendance during
meetings)

STEP 5

U Develop and document a plan for communicating with training stakeholders who are not
represented on working groups

O Identify key stakeholders who should be included in the plan, e.g.:

v" Public officials at the Federal, State, local, and tribal levels

v Head officials of Federal, State, local, and tribal agencies, departments, organizations, etc.

v" Program and/or operational managers with Federal, State, local, and tribal agencies,
departments, organizations, etc.

v' Administrative POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

v’ First responder POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

Training-16



TRAINING GUIDELINES

{[TRCommumcatingawithrainingistakenolders

ODP Program Management Handbook

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5

Training-17



ODP Program Management Handbook

TRAINING GUIDELINES

U Determine an optimal method for communication, e.g.:

AN NI N N N N SN

Homeland security program newsletter or mailings
SAA website

Stakeholder and/or partner organization websites
Trade magazines

State or regional conferences

Conference calls

Email

Presentations at working group meetings

U Establish a schedule for regular and frequent communication

Training-18
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[TRCammumicating

POC
Responsible
for Completion

ithraningstakenolders

Complete by:

ODP Program Management Handbook

Other Notes

STEP 5
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TRAINING GUIDELINES

IV AGOTH OCLITE STESSESSTent A0y evelapraimng Priorities’

To identify factors that affect training and aid in developing training priorities, the training POC should
conduct a training assessment.

STEP 1

U Identify a central point of contact or use the training working group to conduct the assessment

STEP 2

L Establish a timeframe for conducting the assessment

STEP 3
U Conduct an assessment of factors that affect training
U Review goals and objectives of the State/Urban Area Homeland Security Strategy
U Determine what training is necessary to support the goals and objectives of the Strategy
U Develop a list of required training organized by the goals and objectives of the Strategy
U Review State/regional assessments and reports for risk/threat
U Develop a list of required training organized according to risk/threat
U Review legal and programmatic policies, requirements, standards, and regulations
O Develop a list of required training to address, e.g., Universal Task List (UTL) and Target
Capabilities List (TCL) requirements
U Determine if training is required for equipment and exercise activities
U Compare the requirements and determine if similar training components are necessary and
can be coordinated
U Review new Federal, State, local, and tribal regulations and statutes
U Identify other mandated and recommended training

STEP 4
U Identify legislative and/or political factors that may impact training priorities, e.g.:
v Election cycles
v" Pending legislation
v" Pending standards
v' Schedules of legislative sessions

STEP 5

U Identify seasonal cycles that may require special training, e.g.:
v" National / State / local / tribal events
v' Weather events (e.g., hurricanes, tornados)
V' Wildfires

STEP 6

U Consolidate all information into one training priorities list
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jVaConductinganassessmentaoydeveloprainingpriorities

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
STEP 6
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To ensure progress toward achieving the goals of the State/Urban Area Homeland Security Strategy and
increasing capabilities, the training POC should develop and regularly update a training approach.

STEP 1

U Establish a timeframe for developing or updating the training approach

STEP 2

U Establish training goals based on the Strategy and identified training priorities
U Review goals and objectives of the State/Urban Area Homeland Security Strategy
U Review training priorities identified from the training program assessment

STEP 3
U Develop an approach to achieve training goals
U Review available funding resources and understand the budget for training activities
O Facilitate planning and coordination of training among targeted stakeholders
U Engage the training working group to plan and coordinate training
U Identify stakeholders who should implement training activities
O Identify specific courses/training activities needed
U Assign responsibility for courses/training implementation
U Develop a consolidated, multi-year training schedule based on planned courses/training
U Disseminate schedule to training stakeholders

STEP 4

U Share the training approach and schedule with the homeland security program administrator(s) to
influence budget allocations

STEP 5

U Establish and document a schedule for updating the approach and communicate the schedule to
training stakeholders
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VaDeveloping@arainingapproach

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
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VIsCreatingand managingagrainingbudget

When creating and managing the training budget, the training POC should use the State/Urban Area
Homeland Security Strategy and priorities of the training approach, in coordination with the homeland
security program administrator(s). The training POC should track expenditures against the budget.

STEP 1
U Establish a timeframe for developing the training budget

STEP 2

U Review the training approach and the objectives of the State/Urban Area Homeland Security
Strategy

STEP 3

U Develop the budget based on the State/Urban Area Homeland Security Strategy and training
approach

U Develop best and worst case scenario budgets in advance of funding allocations based on
previous year budgets and likely funding estimates

U Base budget allocations on the State/Urban Area Homeland Security Strategy and training
priorities

U Create the final budget based on actual training allocation and other available funding

STEP 4

U Identify and understand financial management requirements
O Work with procurement officers, financial managers/accountants, auditors, and grant
administrators and identify financial management requirements, e.g.:
v Applicable OMB circulars
v" 0JP OC Financial Guide
v" Procurement laws and regulations
v’ State or local financial management requirements
v Certified assurances
U Review the schedule of all reporting requirements, timeframes, reporting agencies, etc., e.g.:
Required program reports
Required financial reports
Grant certifications and assurances
Funding deadlines and timeframes
The impact of delinquency on future funding and payments

<\
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VIsCreatingand managingagrainingbudget

ODP Program Management Handbook

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
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VIsGreatingand managing atraining budget

STEP 5

U Present the budget to homeland security program administrator(s) for monitoring purposes

STEP 6

U Track funding expenditures against budgeted amounts and compare with stated priorities and goals
U Identify a central point of contact to monitor the budget and ongoing training expenditures on a

regular basis

U Develop a database/spreadsheet to track the following information regarding funding:

POC responsible for managing funds

Amount of funding award

Source of funding award (e.g., SHSR LETPR UASI, etc.)

Allowable funding expenditures

Conditions or restrictions on expenditures

Expenditures and draw down against funding source (e.g., procurements)

U Complete program reports on a regular basis to ensure that expenditures have been tied to
program performance and agreed upon deliverables/projects

U Complete financial reports on a regular basis to ensure financial management compliance and
appropriate allocation of funds to agreed upon deliverables/projects

O Submit all completed reports to the program administrator(s)

AN NN NN
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VInCreatingand managing axrainingbudget

ODP Program Management Handbook

POC

Responsible

for Completion Complete by: Other Notes
STEP 5
STEP 6
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Vil Ml dentifyingstatfingneeds

To ensure that all staffing needs are met, the training POC should identify the workload and
communicate staffing needs to the homeland security program administrator(s).

STEP 1

1 Establish a timeframe for identifying or updating staffing needs

STEP 2
U Identify staff and skills needed to sustain training activities
U Review training activities as identified in the master training schedule
U Identify administrative and operational staff and skills needed to implement training, including
appropriate personnel to monitor grants
U Identify core skills and physical limitations for training staff
U Consider the need for staff with security clearances

STEP 3

U Assess current staff availability
U Identify full-time and detailed, part-time staff available, including contractual support

STEP 4
U Identify staffing gaps

STEP 5

1 Communicate staffing needs to the homeland security program administrator(s) to determine if
funding is available for staffing

STEP 6
U Identify alternative methods to sustain staffing
U Consider other Federal, State, local, and tribal funding sources as well as volunteers, interns,
etc.
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ViINdentifying statfingneeds

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
STEP 6
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To enhance the implementation of training activities, the training POC should identify non-monetary

resources and promising practices.

STEP 1

U Establish a timeframe for identifying non-monetary resources and promising practices to support

training

STEP 2

U Identify non-monetary resources and promising practices to support training, e.g.:
v' Training resources and promising practices from within the State and from other States/

regions

v Training resources and promising practices from professional organizations and associations

(e.g., NEMA, NGA)

v' Training resources and promising practices from Federal partners and agencies, e.g.:

STEP 3

ODP (e.g., HSAR LLIS, RKB)
CDC
FEMA

U Document each resource and promising practice
U Identify the following types of information for each resource:
v" Resource type, e.g.:

Courses (independent study, classroom, etc.)
Course design manuals

Equipment

Guidance documents

In-kind support

Materials from previously conducted training
Mutual aid agreements

Solicited and unsolicited donations
Technical Assistance

Technology

Training resources for tribes (e.g., EMI)
Website / portal

v" Associated costs

<\

Contact information to obtain the resource

v Description of how the resource can be used in training
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VIITRldentifyingnonsmonetary resourcesiand promising practicestoisupporitraining

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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VIITRldentifyingnonsmonetary resourcesiand promising practicestoisupporttraining

U Identify the following types of information for the promising practices:
v" When and how to implement the promising practice
v' Benefits
v" Point of contact to learn more information

STEP 4
U Distribute the resource information to training stakeholders
O Identify administrative and operational training stakeholders who should receive the information
U Consider stakeholders from all jurisdictions and disciplines involved in training
U Determine a method for dissemination, e.g.:
v Post on website
v Email
v Hard copy
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VIITRldentifyingnonsmonetary resourcesiand promising practicestoisupporitraining

POC

Responsible

for Completion Complete by: Other Notes
STEP 3
STEP 4
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[ESUIATIONS: uut [m,u £ !.r.x[quJ

To ensure that training activities are in compliance with legal and programmatic policies, requirements,
standards, and regulations, the training POC should understand and have a record of all legal and
programmatic policies, requirements, standards, and regulations that impact training.

STEP 1

U Collect information regarding legal and programmatic policies, requirements, standards, and
regulations from the homeland security program administrator(s)

STEP 2
U Determine which laws, statutes, policies, requirements, standards, and regulations affect training
U Review the legal and programmatic policies, requirements, standards and regulations information

provided by the homeland security program administrator(s), e.g.:
v' CIPP

EMAP

HSEEP

HSGP grant guidance

HSPD-5

HSPD-7

HSPD-8

LETPP

National Planning Scenarios

National Preparedness Goal

National Preparedness Guidance

National Priorities

NIMS

NRP

0OJP OC Financial Guide

OMB Circulars

Target Capabilities List

Universal Task List

AN N N N N N Y N U U N N U N N

<

STEP 3
U Create a spreadsheet and document specific sections that impact training, e.g.:
v' Page numbers/website addresses of relevant sections
v’ Critical activities and dates which the laws, statutes, policies, requirements, standards, and
regulations impact
v" POCs for questions regarding the policies, requirements, standards, and regulations
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IXaincorporatingdegal @and programmaticipoliciesarequirementsystandardsyand
Egulationsyatdmpactarainmng:

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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STEP 4

U Identify and document any additional training-specific laws, policies, requirements, standards, and
regulations, e.g.:
v Contractor / vendor laws and regulations
FAA
Maritime / port transportation
NFPA
OSHA
Procurement laws and regulations
State accreditation organizations
Training personnel regulations
v TSA

STEP 5
U Disseminate the legal and programmatic information to training stakeholders
O Identify administrative and operational training stakeholders who should receive the information
U Consider stakeholders from all jurisdictions and disciplines involved in training
U Determine a method for dissemination, e.g.:
v Post on website
v Email
v" Hard copy

STEP 6
U Monitor new laws, statutes, policies, requirements, standards, and regulations
U Collaborate with existing monitoring efforts (e.g., Inspector General)
U Develop a schedule for reviewing new and/or amended laws, statutes, policies, requirements,
standards and regulations
U Work with a State, local, or tribal legal department, officer, or attorney to review and understand
d

AN NI N N N NN

new and/or amended laws, statutes, policies, requirements, standards and regulations
Update legal and programmatic information as needed and disseminate to stakeholders
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IXaincorporatingdegal @and programmaticipoliciesarequirementsystandardsyand
Egulationsyatdmpactarainmng:

POC

Responsible

for Completion Complete by: Other Notes
STEP 4
STEP 5
STEP 6
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To aid in measuring performance and in creating reports, the training POC should track training data.

STEP 1
U Identify data that should be tracked to evaluate the management of training activities
O Work with the homeland security program administrator(s) and identify data that should be
tracked for evaluations and reports, e.g.:
v' Training participants/students
- Type of training received and date
- Certifications/credentials received
v Dates and locations of training
v" Number of participants per course/training session
v" POCs for scheduled/completed training
Review the State/Urban Area Homeland Security Strategy and identify data that should be
tracked to evaluate performance (e.g., spending against requirements, Strategy, etc.)
Review programmatic policies, requirements, standards, and regulations and identify specific
training data that should be tracked to evaluate performance
Coordinate with administrative staff (e.g., financial management staff) and determine data that
should be tracked to evaluate performance
Track training provider data, e.g.:
Name and contact information
Training expertise
Courses provided
Previous experience/engagements
Contract mechanisms (e.g., availability through Blanket Purchase Agreements)
References
Qualifications/credentials
Performance reports and evaluations
Scheduling procedures and availability

U 0O 0O O
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STEP 2
U Establish a process to track data
U Identify a central point of contact to collect data for the homeland security tracking system
U Coordinate with the homeland security program administrator(s) and establish a timeframe for
updating training data in the tracking system
U Develop a schedule to ensure training data is updated with changes

STEP 3
U Understand and comply with reporting deadlines (e.g. Federal, State, local, and tribal)
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Xelrackingaraining datayorperformanceevaluationiand reporting

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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Evaluating thelmanagementiof

To identify performance gaps and ways to improve the management of training activities, the training
POC should measure performance through evaluations on a regular basis.

STEP 1
U Establish criteria for evaluating training management
U Review the State/Urban Area Homeland Security Strategy for evaluation requirements and
potential evaluation criteria
U Solicit input from multiple training stakeholders and develop criteria, e.g.:
v Progress toward meeting training goals and increasing capabilities
Efforts to address previous training performance gaps
Ensuring that training is available for equipment
Efforts to ensure long-term program sustainability
Efforts to complete training according to schedule
Coordination and communication between planning, equipment, training, and exercise
stakeholders
Ability to meet budget
Ability to track training finances
Ability to track training data
Ability to maintain staffing levels and skills
Compliance with legal and programmatic policies, requirements, standards, and regulations
v Ability to generate necessary reports

STEP 2

L Establish a timeframe for conducting evaluations
U Review requirements and establish a schedule for evaluating management performance
U Document and communicate the schedule to training stakeholders

STEP 3

U Collect data needed for the performance evaluation
U Develop a standard approach for soliciting input (e.g., surveys, interviews, etc.)

A NN N N
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XIREvaluatinggheimanagementiof frainingactivities

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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Evaluating thelmanagementiof

STEP 4
U Evaluate data

U Engage the training working group to review data

U Determine if the training management criteria were met, e.g.:

v' Made significant progress toward increasing capabilities through training

Addressed previous training performance gaps
Ensured that training was available for new equipment
Made significant progress toward ensuring long-term training sustainability
Completed training according to schedule
Ensured coordination and communication with planning, equipment, and exercise
stakeholders and met their needs for training
Met the budget
Successfully tracked finances
Successfully tracked and applied training data
Maintained necessary staffing levels
Complied with legal and programmatic policies, requirements, standards, and regulations
v' Generated necessary reports

STEP 5

U Analyze evaluation results, document performance gaps, and share information with the homeland
security program administrator(s) to aid in the overall program evaluation

STEP 6

U Develop a plan to address performance gaps
U Create a task list, timeframe, and assign responsibilities for addressing performance gaps

STEP 7

U Share evaluation results with key stakeholders who will be involved in subsequent year planning

NN N NI

NI NI NN
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XIREvaluatinggheimanagementiof frainingactivities

POC
Responsible
for Completion Complete by: Other Notes
STEP 4
STEP 5
STEP 6
STEP 7
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X{IREvaluatinggrainingproviders

To help ensure that providers are providing effective services and products, the training POC should
evaluate the performance of providers and document the findings for future reference.

STEP 1

U Establish a timeframe for evaluating training providers

STEP 2

U Identify a central point of contact to evaluate training providers

STEP 3
U Establish provider evaluation criteria
O Work with the homeland security program administrator(s) and the training working group and
establish criteria, e.g.:
v Training quality
v Performance according to schedule
v Ability to remain within budget
v" Qverall client satisfaction with performance

STEP 4
U Conduct evaluations
U Engage the training working group to conduct evaluations
U Determine if providers met criteria, e.g.:
v Delivered high quality training
v' Met schedule and deadlines
v" Remained within budget
v/ Satisfied client needs

STEP 5

U Document performance gaps and/or strengths and communicate them to the homeland security
program administrator(s) to aid in the overall program evaluation

STEP 6

U Share information with stakeholders who will need future contract services
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POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
STEP 6
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Use these working calendars to create and track training milestones and deadlines.

Saturday

Friday

Thursday

Wednesday

January

Tuesday
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EXERCISE PREFACE

The Exercise Guidelines are designed for managers or points of contact who are responsible for
implementing activities associated with exercises. The guidelines are part of the “ODP Program
Management Handbook” that includes Administrator, Planning, Equipment, and Training guidelines as
well. They have been designed to complement HSEEP program management guidance. The guidelines
are not intended to supplant existing program management systems that are effective. Their purpose
is to serve as a resourceful tool for building and improving management frameworks through which
exercise-related goals and objectives can be achieved throughout various programs and initiatives. The
guidelines outline 13 suggested practices for developing and enhancing program management abilities
to help accomplish the following responsibilities:

B Apply the goals and objectives of the State/Urban Area Homeland Security Strategy
throughout homeland security exercise activities;

I Assess the preparedness environment and identify exercise priorities;

I Identify and coordinate with key stakeholders — including private sector partners — to
effectively plan and implement homeland security exercise activities;

B Manage a strategic budget and staffing plan for exercise activities;

I Identify alternative resources available to ensure long-term sustainability of exercise efforts;
and

B Measure the performance toward achieving the goals and objectives of the State/Urban Area
Homeland Security Strategy through exercise activities.

Each suggested practice is supported by a set of activities. It is recommended that the user designate
a point of contact responsible for completing the activities. It is also recommended that the user
create a calendar with milestones and deadlines for activity completion. The Handbook includes a

list of helpful resources available from ODP Please consult the glossary for definitions of terms and
acronyms used throughout the Handbook.

Throughout the Handbook, the guidelines direct the exercise POC to communicate and coordinate with
the homeland security administrator(s). This refers to the administrator(s) at the State, local, and tribal
levels (e.g., the SAA and UASI administrators) who administer homeland security funds and oversee the
holistic implementation of homeland security programs and initiatives.
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EXERCISE GUIDELINE SECTIONS

I. Identifying exercise stakeholders.........cocvverrrrnrnmnmrerererr s nsnsmrmres sesmsnsnsnnnsns Exercise-4
Il. Assembling an exercise WOrking group........cccoccrcrermrmrmininrerereresnssssare sessssnsanas Exercise-12
1. Communicating with exercise stakeholders..........cccvirimiririrircreine seresrernnas Exercise-16
IV. Conducting an assessment to develop exercise priorities.......ccccervrmirreinarannns Exercise-20
V. Developing an exercise approach ..........ccccceeeemvmrerererrsrsnsnsmseressassssssnsasasasasnss Exercise-22
VI. Creating and managing an exercise budget ..........c.cciciiiiiicrciciccncc e Exercise-24
VII. Identifying staffing needs........cc.cerirmimiiimirimirisr s s s e Exercise-28

VIIl. Identifying non-monetary resources and promising practices to support
L2 =Y {17 =S Exercise-30

IX. Incorporating legal and programmatic policies, requirements, standards, and

regulations that impact eXercCiSes .......cvmvmrmrerrrsrsrsnsmrererr s rsrsnsnsarasesasnssssnsnsanas Exercise-34
X. Integrating HSEEP.........cccciieimiiiiirre s s s s s s s s s s r s nanmnmnnns Exercise-38
XI. Tracking exercise data for performance evaluation and reporting .................. Exercise-40
XIl. Evaluating the management of exercise activities.........ccccririimircriiciiniennans Exercise-42
XIIl. Evaluating exercise CONtractors........ccecvmvererererrsrsmsmrereressssssnsnsmsmsesasnsnsnnnnas Exercise-46

Exercise-3



ODP Program Management Handbook

| M AETTUTYINE EXETCISESTAKEITO1( ETS

To ensure that exercise activities involve key stakeholders from all aspects of homeland security, the
exercise POC should identify all stakeholders who have a direct or indirect impact on exercises. (Refer
to the Resources section for sample planning documents)

STEP 1

U Create a database to maintain exercise stakeholder information
O Identify a point of contact responsible for maintaining the database on a regular basis
U Maintain the following types of stakeholder information:
v" Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
Area of expertise, if applicable
Capability or service offering as relevant to exercises
Exercise activities in which the stakeholder should be involved
Record of homeland security exercise activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding exercises
Record of exercise information the stakeholder has received

DN N N NN

STEP 2

U Identify stakeholders who have direct involvement with exercise implementation
U Create a list of administrative stakeholders with direct involvement, e.g.:
v Key financial staff from the Federal, State, local, and tribal levels, e.g.:
- Financial managers/accountants
- Auditors
- Grant administrators who administer other grant programs that complement the
homeland security program (e.g., CDC, HRSA, FEMA, DOT, DOE, USDA grants, etc.)
v Procurement officers
v Public information officers within the SAA office or agency who handle FOIA and press
inquiries jointly with the SAA and their staff
v" Homeland security administrators and deputies from the Federal, State, local, and tribal
levels
[ Create a list of operational stakeholders with direct involvement, e.g.:
v Federal, State, local, and tribal planning, equipment, training, and exercise POCs
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EXERCISE:GUIDELINES

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
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EXERCISE GUIDELINES

STEP 3

U Identify Federal, State, local, and tribal stakeholders from first responder disciplines
U Consider disciplines such as the following (note: this list is not comprehensive):

Agriculture

Emergency management

Emergency medical service

Fire service

Government administrative

Hazardous materials

Health care

Law enforcement

Military

Public communications

Public health

Public works

U For each discipline, group stakeholders according to categories such as the following:
v' Head officials of Federal, State, local, and tribal agencies, departments, organizations, etc.,

e.g.:

- Agencies, departments or organizations such as the FBI, National Guard, Coast Guard,
Immigrations and Customs, Intelligence Fusion Center, State Police, State Emergency
Management Agency, State Health Office, State Agriculture Agency, County Health Office,
Victims Services Office

v" Program and/or operational managers with Federal, State, local, and tribal agencies,
departments, organizations, etc.

v" Administrative POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

v’ First responder POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.

AN N NN N Y N N U N NN
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EXERCISE GUIDELINES

| Nl dentifyingExercisestakenolders

POC
Responsible
for Completion Complete by: Other Notes

STEP 3
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EXERCISE GUIDELINES

U For each stakeholder, maintain the following types of information:

v

DN N N NN

STEP 4

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

Area of expertise, if applicable

Capability or service offering as relevant to exercise activities

Exercise activities in which the stakeholder should be involved

Record of homeland security exercise activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding exercises

Record of exercise information the stakeholder has received

U Identify public officials who impact or are affected by exercise activities at the Federal, State, local,
and tribal levels
U For each public official, maintain the following types of information:

v

v

v

v
v

STEP 5

Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)

Exercise activities to which the public official should be invited or in which the public official
should be involved

Record of exercise activities to which the public official has been invited or in which the
public official has been involved

Types of information the public official should receive regarding exercises

Record of exercise information the public official has received

U Identify important stakeholders from the private sector
U Consider the following types of private sector stakeholders:

ANNEA NN

Private sector leaders

Private sector industry POCs

Private sector enterprise POCs

Other important private sector stakeholders (e.g., convention center staff, security staff,
hospitality staff)
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IRl dentifyingexercisestakenolders

POC

Responsible

for Completion Complete by: Other Notes
STEP 3
STEP 4
STEP 5
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U For each stakeholder, maintain the following types of information:
v" Name and contact information (e.g., mailing address, email address, phone number,
administrative assistant phone number, if applicable)
Area of expertise, if applicable
Capability or service offering as relevant to exercise activities
Exercise activities in which the stakeholder should be involved
Record of homeland security exercise activities in which the stakeholder has been involved
Types of information the stakeholder should receive regarding exercises
Record of exercise information the stakeholder has received
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STEP 6

U Identify stakeholders from private volunteer organizations, academia, non-governmental
organizations, and Federally sponsored volunteer programs, e.g.:
U Consider the following types of private volunteer organizations, academia, non-governmental

organizations, and Federally sponsored volunteer programs:

Americorps

Citizen Corps

Civil Air Patrol

Community and faith-based

Red Cross

Schools and universities

Senior Corps

U For each stakeholder, maintain the following types of information:

Name and contact information (e.g., mailing address, email address, phone number,

administrative assistant phone number, if applicable)

Area of expertise, if applicable

Capability or service offering as relevant to exercises

Exercise activities in which the stakeholder should be involved

Record of homeland security exercise activities in which the stakeholder has been involved

Types of information the stakeholder should receive regarding exercises

Record of exercise information the stakeholder has received
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STEP 7

U Share stakeholder information with the homeland security program administrator(s) to ensure it is
included in the master stakeholder database

STEP 8

U Update the stakeholder database regularly as new information becomes available

Exercise-10



ODP Program Management Handbook

EXERCISE GUIDELINES

INldentifyingexercisestakenolders

POC
Responsible
for Completion Complete by: Other Notes
STEP 5
STEP 6
STEP 7
STEP 8
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To ensure that key stakeholders are involved in coordinated exercise efforts, the exercise POC should
assemble and utilize an exercise working group.

STEP 1

U Assess existing exercise working groups
U Assess the role and responsibilities of existing exercise working groups
U Determine if the group has clear responsibilities, meets regularly, and communicates with the
homeland security program administrator(s) and other working groups, including the Senior
Advisory Committee and Urban Area Working Group
U Assess the membership of existing exercise working groups
U Determine if the group includes key exercise stakeholders from all relevant jurisdictions,
disciplines, and organizations, e.g.:
Stakeholders directly involved in exercises from the Federal, State, local, and tribal levels
Stakeholders from all relevant disciplines
Stakeholders from the private sector (e.g., hospitality, convention, and security staff)
Stakeholders from private volunteer organizations, non-governmental organizations, and
Federally sponsored volunteer organizations
v’ First responders

STEP 2

O If it is determined that a working group does not exist, needs enhanced responsibilities, or needs
improved stakeholder representation, establish or reorganize one
U Review HSEEP guidelines for establishing an exercise working group
U Identify the authority of the exercise working group by working with the homeland security
program administrator(s), Senior Advisory Committee, and Urban Area Working Group
O Work with the homeland security program administrator(s) and establish working group
objectives, e.g.:
To ensure advance, strategic planning
To develop relationships and work with private sector partners
To identify opportunities to consolidate exercise requirements from multiple agencies
To identify alternative resources for sustaining exercise efforts
To conduct assessments of exercise activities
To maintain strong coordination with homeland security stakeholders throughout the State
and region
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(| FASSEMDIIngamexercisewarkinggroup

POC

Responsible

for Completion Complete hy: Other Notes
STEP 1
STEP 2
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U Determine the frequency of working group meetings
U Identify and invite key stakeholders to participate

a
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v
v
v

Ensure broad representation from all jurisdictions, disciplines, and organizations involved in
exercises, e.g.:

Stakeholders directly involved in exercises from the Federal, State, local, and tribal levels
Stakeholders from all disciplines

Stakeholders from the private sector (e.g., hospitality, convention, and security staff)
Stakeholders from private volunteer organizations, non-governmental organizations, and
Federally sponsored volunteer organizations

First responders

Establish a process for making working group decisions and developing policies
Clarify roles and responsibilities of working group members, e.g.:

Identify a chairperson

Identify voting members

Identify a point of contact for recording minutes and developing working group progress
reports

Identify a point of contact responsible for meeting logistics (e.g., setting dates, finding
locations, etc.)
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(| FASSEMDIingamnexerciseworkinggroup

POC
Responsible
for Completion Complete by: Other Notes

STEP 2
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To maintain regular communication with key exercise stakeholders, the exercise POC should develop and
document a communication plan. (Refer to the Resources section for sample planning documents)

STEP 1

U Identify a central point of contact to develop and document the communication plan

STEP 2

U Review NIMS concepts and principles for managing communications and information

STEP 3
U Establish communication objectives, e.g.:
v To coordinate exercise efforts and avoid duplication
v" To review exercise performance with the SAA/UASI administrator
v" To share information with Federal, State, local, and tribal exercise POCs
v To solicit feedback from ODP

STEP 4

U Develop and document a plan for communicating with the Senior Advisory Committee, Urban Area

Working Group, other working groups, and homeland security program administrator(s)

U Establish a timeframe for regular communication with the Senior Advisory Committee, Urban Area
Working Group, other working groups, and homeland security program administrator(s)

O Identify points of contact from the Senior Advisory Committee, Urban Area Working Group, and
other working groups and maintain regular communication

U Establish a method for communication (e.g., conference calls, email, attendance during
meetings)

STEP 5

U Develop and document a plan for communicating with exercise stakeholders who are not
represented on working groups
O Identify key stakeholders who should be included in the plan, e.g.:
v Public officials at the Federal, State, local, and tribal levels
v" Head officials of Federal, State, local, and tribal agencies, departments, organizations, etc.
v Program and/or operational managers with Federal, State, local, and tribal agencies,
departments, organizations, etc.
v" Administrative POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.
v’ First responder POCs with Federal, State, local, and tribal agencies, departments,
organizations, etc.
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{[TRCommumcatingwithiexercisestakenolders

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
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U Determine an optimal method for communication, e.g.:
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Homeland security program newsletter or mailings
SAA website

Stakeholder and/or partner organization websites
State or regional conferences

Conference calls

Email

Presentations at working group meetings

U Establish a schedule for regular and frequent communication
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[TRCommunicating avithiexercisestakenolders

POC
Responsible
for Completion Complete hy: Other Notes

STEP 5
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To identify factors that affect exercises and aid in developing exercise priorities, the exercise POC should
conduct an exercise assessment.

STEP 1

U Identify a central point of contact or use the exercise working group to conduct the assessment

STEP 2

L Establish a timeframe for conducting the assessment

STEP 3
1 Conduct an assessment of factors that affect exercises
U Review goals and objectives of the State/Urban Area Homeland Security Strategy
U Determine what exercises are necessary to support the goals and objectives of the Strategy
U Develop a list of required exercises organized by the goals and objectives of the Strategy
U Review State/regional assessments and reports for risk/threat
U Develop a list of required exercises organized according to risk/threat
U Review legal and programmatic policies, requirements, standards, and regulations
U Develop a list of required exercises
U Review all programs for exercise components, i.e., exercises required for planning, equipment,
and training
U Compare the requirements and determine if similar exercise components are necessary and
can be coordinated
U Review new Federal, State, local, and tribal regulations and statutes
U Identify other mandated and recommended exercises
U Determine if required exercises from multiple agencies can be consolidated
1 Develop a consolidated list of exercise requirements

STEP 4
O Identify legislative and/or political factors that may impact exercise priorities, e.g.:
v’ Election cycles
v Pending legislation
v" Pending standards
v Schedules of legislative sessions

STEP 5

U Identify seasonal cycles that may require special exercises, e.g.:
v" National / State / local / tribal events
v' Weather events (e.g., hurricanes, tornados)
v' Wildfires

STEP 6

L Consolidate all information into one exercise priorities list
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POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
STEP 6
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ViDevelopingianexerciseapproach

To ensure progress toward achieving the goals of the State/Urban Area Homeland Security Strategy, the
exercise POC should develop and regularly update an exercise approach.

STEP 1

U Establish a timeframe for developing or updating the exercise approach

STEP 2

1 Establish exercise goals based on the Strategy and identified exercise priorities
U Review goals and objectives of the State/Urban Area Homeland Security Strategy
U Review exercise priorities identified from the exercise assessment

STEP 3
U Develop an approach to achieve exercise goals
U Review available funding resources and understand the budget for exercise activities
U Facilitate planning and coordination of exercises among targeted stakeholders
U Engage the exercise working group to plan and coordinate exercises
U Identify stakeholders who should implement exercise activities
U Assign responsibility for exercise implementation
L Develop a consolidated, multi-year exercise schedule based on planned exercises
U Disseminate schedule to exercise stakeholders

STEP 4

U Share the exercise approach and schedule with the homeland security program administrator(s) to
influence budget allocations

STEP 5

U Establish and document a schedule for updating the approach and communicate the schedule to
exercise stakeholders
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VaDevelapinganexerciseapproach

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
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When creating and managing the exercise budget, the exercise POC should use the State/Urban Area
Homeland Security Strategy and priorities of the exercise approach, in coordination with the homeland
security program administrator(s). The exercise POC should track expenditures against the budget.

STEP 1

L Establish a timeframe for developing the exercise budget

STEP 2

U Review the exercise approach and the objectives of the State/Urban Area Homeland Security
Strategy

STEP 3

U Develop the budget based on the State/Urban Area Homeland Security Strategy and exercise
approach
U Develop best and worst case scenario budgets in advance of funding allocations based on
previous year budgets and likely funding estimates
U Base budget allocations on the State/Urban Area Homeland Security Strategy and exercise
priorities
U Create the final budget based on the actual exercise allocation and other available funding

STEP 4

U Identify and understand financial management requirements
O Work with procurement officers, financial managers/accountants, auditors, and grant
administrators and identify financial management requirements, e.g.:
Applicable OMB circulars
0OJP OC Financial Guide
Procurement laws and regulations
State or local financial management requirements
Certified assurances
eview the schedule of all reporting requirements, timeframes, reporting agencies, etc., e.g.:
Required program reports
Required financial reports
Grant certifications and assurances
Funding deadlines and timeframes
The impact of delinquency on future funding and payments
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VInCreatingand imanaging anexercisebudget

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
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EXERCISE GUIDELINES

VIsCreatingand managinganmexercisebudget

STEP 5

U Present the budget to homeland security program administrator(s) for monitoring purposes

STEP 6

U Track funding expenditures against budgeted amounts and compare with stated priorities and goals
O Identify a central point of contact to monitor the budget and ongoing program expenditures on a

regular basis

U Develop a database/spreadsheet to track the following information regarding funding:

POC responsible for managing funds

Amount of funding award

Source of funding award (e.g., SHSR LETPR UASI, etc.)

Allowable funding expenditures

Conditions or restrictions on expenditures

Expenditures and draw down against funding source (e.g., procurements)

U Complete program reports on a regular basis to ensure that expenditures have been tied to
program performance and agreed upon deliverables/projects

U Complete financial reports on a regular basis to ensure financial management compliance and
appropriate allocation of funds to agreed upon deliverables/projects

O Submit all completed reports to the program administrator(s)
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VIsCreatingand imanaging.anexercise budget

POC

Responsible

for Completion Complete by: Other Notes
STEP 5
STEP 6
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Vil Aldentifying staffingneeds

To ensure that all staffing needs are met, the exercise POC should identify the workload and
communicate staffing needs to the homeland security program administrator(s).

STEP 1

L Establish a timeframe for identifying or updating staffing needs

STEP 2
U Identify staff and skills needed to sustain exercise activities
U Review exercise activities as identified in the master exercise schedule
O Identify administrative and operational staff and skills needed to implement the exercise
program (e.g., exercise evaluators), including appropriate personnel to monitor grants
U Consider the need for staff with security clearances

STEP 3
U Assess current staff availability
O Identify full-time and detailed, part-time staff available, including contractual support

STEP 4
U Identify staffing gaps

STEP 5

L Communicate staffing needs to the homeland security program administrator(s) to determine if
funding is available for staffing

STEP 6
U Identify alternative methods to sustain staffing

U Consider other Federal, State, local, and tribal funding sources as well as volunteers, interns,
etc.
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Vi dentifyingstatfingneeds

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
STEP 6
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VIITSIdentifyinginonsmanetaryresourcesiand jpromisingpracticesyoisupport
EXEICISES:

To enhance the implementation of exercise activities, the exercise POC should identify non-monetary
resources and promising practices.

STEP 1

L Establish a timeframe for identifying non-monetary resources and promising practices to support
exercises

STEP 2
U Identify non-monetary resources and promising practices to support exercises, e.g.:
v Exercise resources and promising practices from within the State and from other States/
regions
v Exercise resources and promising practices from professional organizations and associations
(e.g., NEMA, NGA)
v Exercise resources and promising practices from Federal partners and agencies, e.g.:
- CDC
- FEMA
- ODP (e.g., HSAR LLIS, RKB)

STEP 3
U Document each resource and promising practice
U Identify the following types of information for each resource:
v Resource type, e.g.:
- Equipment
- Exercise training courses (e.g., EMI)
- Guidance document
- In-kind support
- Materials from previously conducted exercises
- Mutual aid agreements
- Technical Assistance
- Technology
- Website / portal
v' Associated costs
v Contact information to obtain the resource
v" Description of how the resource can be used in exercise activities
U Identify the following types of information for the promising practices:
v" When and how to implement the promising practice
v' Benefits
v Point of contact to learn more information
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VIITAdentifyingnonsmonetaryresourcesand jpromisingipracticestosupport
EXErCISes

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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VIITRldentifyingnonsmonetaryresourcesiand promisingpracticestoisupport

STEP 4

U Distribute the resource information to exercise stakeholders
U Identify administrative and operational exercise stakeholders who should receive the information
U Consider stakeholders from all jurisdictions and disciplines involved in exercises
U Determine a method for dissemination, e.g.:
v Post on website
v" Email
v Hard copy
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VIITRIdentifyingnonsmonetaryresourcesand promisingpracticestoisupport

POC

Responsible

for Completion Complete by: Other Notes
STEP 4
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IXalncorporatingdegal land programmaticipoliciesyrequirementsystandardsyand
[ESTiationS ANt MPAaclEXercises;

To ensure that exercise activities are in compliance with legal and programmatic policies, requirements,
standards, and regulations, the exercise POC should understand and have a record of all legal and
programmatic policies, requirements, standards, and regulations that impact exercises.

STEP 1

U Collect information regarding legal and programmatic policies, requirements, standards, and
regulations from the homeland security program administrator(s)

STEP 2

U Determine which laws, statutes, policies, requirements, standards, and regulations affect exercises

U Review the legal and programmatic policies, requirements, standards and regulations information
provided by the homeland security program administrator(s), e.g.:

CIPP

EMAP

HSEEP

HSGP grant guidance

HSPD-5

HSPD-7

HSPD-8

JCAHO

LETPP

National Planning Scenarios

National Preparedness Goal

National Preparedness Guidance

National Priorities

NFPA

NIMS

NRP

OJP OC Financial Guide

OMB Circulars

Target Capabilities List

Universal Task List
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POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
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STEP 3

L cCreate a spreadsheet and document specific sections that impact exercises, e.g.:
v Page numbers/website addresses of relevant sections
v’ Critical activities and dates which the laws, statutes, policies, requirements, standards, and
regulations impact
v" POCs for questions regarding the policies, requirements, standards, and regulations

STEP 4

U Identify and document any additional exercise-specific laws, policies, requirements, standards, and
regulations, e.g.:

Coast Guard

Contractor / vendor laws and regulations

FAA

NFPA

NIOSH

OSHA

Procurement laws and regulations

TSA
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STEP 5

U Disseminate the legal and programmatic information to exercise stakeholders
U Identify administrative and operational exercise stakeholders who should receive the information
U Consider stakeholders from all jurisdictions and disciplines involved in exercises
U Determine a method for dissemination, e.g.:
v Post on website
V' Email
v Hard copy

STEP 6
U Monitor new laws, statutes, policies, requirements, standards, and regulations
U Collaborate with existing monitoring efforts (e.g., Inspector General)
U Develop a schedule for reviewing new and/or amended laws, statutes, policies, requirements,
standards and regulations
U Work with a State, local, or tribal legal department, officer, or attorney to review and understand
new and/or amended laws, statutes, policies, requirements, standards and regulations
U Update legal and programmatic information as needed and disseminate to stakeholders
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IX¢ Incorporatmg Iegal and programmatlc policiesyrequirementsastandardsyand

POC
Responsible
for Completion Complete by: Other Notes
STEP 3
STEP 4
STEP 5
STEP 6
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Xxelntegrating HSEEP

To ensure that exercise activities comply with HSEEP doctrine and policy, the exercise POC should
ensure that key stakeholders are trained in HSEEP doctrine and policy.

STEP 1
U Identify a central point of contact to become familiar with HSEEP doctrine and policy
O Utilize ODP resources for HSEEP education, e.g.:
v’ Available training
v’ CSID
v" HSEEP toolkit
v Secure Portal

STEP 2
U Conduct HSEEP training workshops and teach stakeholders how to use HSEEP
U Coordinate with Federal exercise program managers and schedule HSEEP training workshops
O Identify and invite key stakeholders from the surrounding jurisdictions and regions involved in
planning, designing, conducting, and evaluating exercises

STEP 3

L Establish regular and frequent communication with Federal exercise program managers
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xelntegrating HSEEP

POC

Responsible

for Completion Complete hy: Other Notes
STEP 1
STEP 2
STEP 3
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XISIrackingexercisedataforjperformanceevaluationiandrep

To aid in measuring performance and in creating reports, the exercise POC should track exercise data.

STEP 1
U Identify data that should be tracked to evaluate the management of exercise activities
O Work with the homeland security program administrator(s) and identify data that should be
tracked for evaluations and reports, e.g.:

v" Volunteers and their skills
v Exercise participants
v' Dates and locations of exercises
v" POCs for scheduled and completed exercises
v' Exercise requirements that have been satisfied
v Post-exercise reports and evaluations (e.g., AARs and Improvement Plans)

U Review the State/Urban Area Homeland Security Strategy and identify data that should be
tracked to evaluate performance (e.g., spending against requirements, Strategy, etc.)

U Review programmatic policies, requirements, standards, and regulations and identify specific
exercise data that should be tracked to evaluate performance

U Coordinate with administrative staff (e.g., financial management staff) and determine data that
should be tracked to evaluate performance

U Track exercise contractor data, e.g.:
v" Name and contact information
v" Exercise expertise
v Ability to meet HSEEP baseline expectations/standards
v Previous experience/engagements
v Contract mechanisms (e.g., availability through Blanket Purchase Agreements)
v References
v" Qualifications/credentials
v" Performance reports and evaluations
v Scheduling procedures and availability

STEP 2

(1 Establish a process to track data
O Identify a central point of contact to collect data for the homeland security tracking system
U Coordinate with the homeland security program administrator(s) and establish a timeframe for
updating exercise data in the tracking system
U Develop a schedule to ensure exercise data is updated with changes

STEP 3
U Understand and comply with reporting deadlines (e.g. Federal, State, local, and tribal)
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XINIrackingexercisedataforiperformance evalaatiomand reporting

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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sementior exerciseactivities

To identify performance gaps and ways to improve the management of exercise activities, the exercise
POC should measure performance through evaluations on a regular basis.

STEP 1
U Establish criteria for evaluating the management of exercise activities
U Review the State/Urban Area Homeland Security Strategy for evaluation requirements and
potential evaluation criteria
O Solicit input from multiple exercise stakeholders and develop criteria, e.g.:
Progress toward meeting exercise goals
Efforts to address previous exercise performance gaps
Efforts to complete exercises according to schedule
Coordination and communication between planning, equipment, training, and exercise
stakeholders
Ability to meet budget
Ability to track exercise finances
Ability to track exercise data
Ability to maintain staffing levels and skills
Compliance with legal and programmatic policies, requirements, standards, and regulations
Ability to generate necessary reports
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STEP 2

1 Establish a timeframe for conducting evaluations
U Review requirements and establish a schedule for evaluating management performance
W Document and communicate the schedule to exercise stakeholders

STEP 3

U Collect data needed for the performance evaluation
U Develop a standard approach for soliciting input (e.g., surveys, interviews, etc.)
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Xl BEvalaatingtheymanagementiof exerciseactivities

POC

Responsible

for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
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sementior exerciseactivities

STEP 4
U Evaluate data
U Engage the exercise working group to review data
U Determine if the exercise management criteria were met, e.g.:
Made significant progress toward increasing capabilities through exercises
Addressed previous exercise performance gaps
Completed exercises according to schedule
Ensured coordination and communication with planning, equipment, and training
stakeholders and met their needs for exercises (e.g., shared corrective action plans with
planning, equipment, and training POCs)
Met the budget
Successfully tracked finances
Successfully tracked and applied exercise data
Maintained necessary staffing levels
Complied with legal and programmatic policies, requirements, standards, and regulations
Generated necessary reports
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STEP 5

U Analyze evaluation results, document performance gaps, and share information with the homeland
security program administrator(s) to aid in the overall program evaluation

STEP 6

U Develop a plan to address performance gaps
U Create a task list, timeframe, and assign responsibilities for addressing performance gaps

STEP 7

U Share evaluation results with key stakeholders who will be involved in subsequent year planning
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Xl BEvalaatingtheymanagementiof exerciseactivities

POC
Responsible
for Completion Complete by: Other Notes
STEP 4
STEP 5
STEP 6
STEP 7
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To help ensure that contractors are providing effective services and products, the exercise POC should
evaluate the performance of contractors and document the findings for future reference.

STEP 1

1 Establish a timeframe for evaluating exercise contractors

STEP 2

U Identify a central point of contact to evaluate exercise contractors

STEP 3

U Establish contractor evaluation criteria
U Work with the homeland security program administrator(s) and the exercise working group and
establish criteria, e.g.:
Exercise quality
Ability to meet HSEEP requirements
Performance according to schedule
Ability to remain within budget
Overall client satisfaction with performance
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STEP 4
U Conduct evaluations
U Engage the exercise working group to conduct evaluations
U Determine if contractors met criteria, e.g.:
Conducted high quality exercises
Complied with HSEEP requirements, including completion of post-exercise reports
Met schedule and deadlines
Remained within budget
Satisfied client needs
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STEP 5

U Document performance gaps and/or strengths and communicate them to the homeland security
program administrator(s) to aid in the overall program evaluation

STEP 6

U Share information with stakeholders who will need future contract services
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Xl REvaluatingexercisecontractors

POC
Responsible
for Completion Complete by: Other Notes
STEP 1
STEP 2
STEP 3
STEP 4
STEP 5
STEP 6
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Use these working calendars to create and track exercise milestones and deadlines.

Saturday

Friday

Thursday

Wednesday

January

Tuesday

Exercise Calendar-1
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ODP Program Management Handbook

Terms have been defined within the context of their use in the Handbook.

Acronym/Term Description

Administrative Staff

Blanket Purchase
Agreement

Detailed Staff

Discipline

Inventory
Management
Regulations
Milestone
Non-monetary
Resource
Operational Staff
Performance Gap
Stakeholder
Subgrantee

Sustainability

Working Group

Handbook Terms

Staff that are involved with daily financial management, reporting, records
retention, and other administrative functions related to grant management

A written instrument of understanding between two parties for filling
anticipated repetitive needs for supplies or services by establishing
“charge accounts” — Blanket Purchase Agreements reduce administrative
costs by eliminating the need for issuing individual purchase, invoice and
payment documents

Staff that have been selected and dispatched for temporary assignments

A field of study or occupation as related to homeland security and / or
public service, e.g.: emergency management, emergency medical service,
fire service, government administrative, hazardous material, health care,
law enforcement, public communications, public health, public works

Principles, rules, or codes governing the managing, cataloging,
procurement, distribution, etc. of inventoried goods

A key target, or an important intermediate event or output, that indicates
successful progress toward completing the project or task

A source of aid or support such as equipment, supplies, or other property
that is distinct from monetary grants

Staff that are involved with the programmatic requirements and functions
associated with grants, e.g.: planning, equipment, training, and exercise
related functions

The difference between actual performance and the desired standard for
performance

An individual or entity with a vested interest in the homeland security
program or the grant process

An entity that has a formal financial arrangement with the grantee to
receive grant funds (usually a local entity)

The ability to use current resources to ensure the ongoing implementation
and support a of program over time

A group of stakeholders that is convened regularly to accomplish
homeland security program-related goals and objectives
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Acronym/Term Description

ODP Terms

After Action Report; the report written after each exercise to document
AAR results and then is used to develop a jurisdiction’s Improvement Plan

(IP), which converts lessons learned from the exercise into concrete,

measurable steps that result in improved response capabilities

AEL Authorized Equipment List; the list that identifies the specific types of
equipment authorized for purchase under the Homeland Security Grant
Program

CSID Centralized Scheduling and Information Desk; a one-stop-shop for

information on homeland security terrorism preparedness events for the
Federal, State, and local communities

HSAP Homeland Security Assistance Program; a program that helps State and
urban area grantees identify federal resources that can be used to help
them implement Homeland Security Strategies

HSEEP Homeland Security Exercise and Evaluation Program; doctrine and policy
for designing, developing, conducting and evaluating exercises; HSEEP is
a threat- and performance-based exercise program that includes a cycle,
mix and range of exercise activities of varying degrees of complexity and
interaction

HSGP Homeland Security Grant Program; a consolidated grant program that
integrates the State Homeland Security Program, the Urban Areas Security
Initiative, the Law Enforcement Terrorism Prevention Program, the Citizen
Corps Program, the Emergency Management Performance Grants, and the
Metropolitan Medical Response System Program Grants into one grant
to better facilitate the coordination and management of preparedness
funding, and will be guided by the State and Urban Area Homeland
Security Strategies

HSPD-8 Homeland Security Presidential Directive-8; a directive that establishes
policies to strengthen the preparedness of the United States to
prevent and respond to threatened or actual domestic terrorist attacks,
major disasters, and other emergencies by requiring a national
domestic all-hazards preparedness goal, establishing mechanisms for
improved delivery of Federal preparedness assistance to State and
local governments, and outlining actions to strengthen preparedness
capabilities of Federal, State, and local entities

LETPP Law Enforcement Terrorism Prevention Program; a program that provides
federal funds to assist state and local law enforcement agencies in
preventing and responding to potential acts of terrorism

LLIS Lessons Learned Information Sharing; a national, online network of
best practices and lessons learned designed to help homeland security
responders, planners, and healthcare professionals prevent, prepare for,
and respond to terrorism

National Planning Planning documents that provide parameters for 15 terrorist attacks and

Scenarios natural disasters, providing the basis to define prevention, protection,
response and recovery tasks, and the capabilities required to perform
them
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Description

National
Preparedness Goal

National
Preparedness
Guidance

NIMS

NRP

ODP

PO

RKB

SAA

Senior Advisory
Committee

TA

ODP Terms

A national goal that establishes measurable readiness priorities and
targets that appropriately balance the potential threat and magnitude
of terrorist attacks, major disasters, and other emergencies with the
resources required to prevent, respond to, and recover from them

Guidance that helps states implement the national strategies outlined in
Homeland Security Presidential Directive 8 (HSPD-8) by providing a new
framework for jurisdictions to assess their level of preparedness

National Incident Management System; the NIMS provides a consistent
framework for incident management at all jurisdictional levels regardless
of the cause, size or complexity of the incident and provides the

nation’s first responders and authorities with the same foundation for
incident management for terrorist attacks, natural disasters and other
emergencies

National Response Plan; an all-discipline, all-hazards plan for the
management of domestic incidents that provides the structure and
mechanisms to coordinate and integrate incident management activities
and emergency support functions across Federal, State, local and

tribal government entities, the private sector and non-governmental
organizations

Office for Domestic Preparedness; the principal component of the
Department of Homeland Security responsible for preparing the United
States for acts of terrorism

Preparedness Officer

Responder Knowledge Base; the RKB provides emergency responders
with a single source for integrated information on available equipment,
equipment certification and standards, equipment training, cost
resources, and reviews from other equipment users

State Administrative Agency; the agency designated to apply for and
administer the funds under HSGP; the SAA is the only agency eligible to
apply for HSGP funds and is responsible for obligating HSGP funds to
local units of government and other designated recipients

The entity of senior officials overseeing assistance programs from ODR
CDC, HRSA, and other federal agencies providing homeland security
assistance; their purpose is to enhance the integration of disciplines
involved in homeland security, including public health and medical
initiatives

Technical Assistance; direct assistance to state and local jurisdictions
to improve their ability to prevent, respond to, and recover from threats
or acts of terrorism involving chemical, biological, radiological, nuclear,
or explosive (CBRNE) weapons; TA provides a process to help resolve a
problem and/or create innovative approaches
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Acronym/Term Description

ODP Terms
TCL Target Capabilities List; a list and description of the capabilities needed
to perform critical homeland security tasks found in the Universal Task
List
UASI Urban Areas Security Initiative; a program to address the unique needs

of high-threat, high-density urban areas; the initiative includes an urban
area assessment and strategy component which will be used by ODP
and the Urban Area Working Group (UAWG) to both allocate grant funding
and guide delivery of direct services in the form of planning, equipment,
training, exercises, and technical assistance

UAWG Urban Area Working Group; the entity responsible for coordinating
development and implementation of all program initiatives for urban
areas, including the urban area strategy development, the methodology
for the allocation of funds (in coordination with the SAA), and any direct
services that are delivered by ODP

UTL Universal Task List; a reference tool that provides a comprehensive
menu of tasks to be performed by different disciplines at all levels of
government to address major events
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Acronym/Term Description

AHRQ
CCG
CDC
CIPP
coorP
EMAP
EMI
FAA
FOIA
FTE
HRSA
JCAHO
LEP
NEMA
NFPA
NGA
NIOSH
NIPP
ocC
oJP
oMB
OSHA
POC
TSA

USDA

Other Acronyms

Agency for Healthcare Research and Quality
Center for Competitive Government

Center for Disease Control and Prevention
Critical Infrastructure Protection Priorities
Continuity of Operations

Emergency Management Accreditation Program
Emergency Management Institute

Federal Aviation Administration

Freedom of Information Act

Full Time Equivalency

Health Resources and Services Administration
Joint Council on Accreditation of Healthcare Organizations
Limited English Proficient

National Emergency Management Association
National Fire Protection Association

National Governors Association

National Institute for Occupational Safety and Health
National Infrastructure Protection Plan

Office of the Comptroller

Office of Justice Programs

Office of Management and Budget
Occupational Safety and Health Organization
Point of Contact

Transportation Security Administration

United States Department of Agriculture
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